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AHHOTALUNA

HacTosawmii JOKYMEHT ABNSETCS ONMcaHUeM NPUMEHEHNS NPOrpaMMHOro KoMIiekca
«CepBepHas  onepauuoHHas  cuctema»  (fanee N0 TEKCTY —u3genve  Uau
MK «CnHTe3aM-Cepsep»).

B faHHOM [JOKYMeHTe NMpuBOAWUTCA HasHayeHue, BO3MOXXHOCTU U OrpaHNYeHns Ha
06M1aCTb NPUMEHEHNA W3heNns. YKasaHbl YCOBUS, HeobXoAuMble A8 BbIMOHEHUS
N3nennsa, CBeAEeHUS 0 BXOAHbIX W BbIXOAHbIX [aHHbIX. [OKYMEHT npeaHasHayeH Ans

o3HakomMneHus ¢ MK «CuHTe3M-CepBep» Nob30BaTenelt U CUCTEMHbIX NMPOrPaMMUCTOB.
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1. HASBHAYEHWE INPOIPAMMBbI

1.1. HasHauyeH1e nporpamMmbl

N3genve  npeactaBnseT  cOG0M  CEPBEPHYHD  OMEPaLMOHHYK  CUCTeMYy,
npegHasHayeHHyO  And  obecriedeHMs  yHKUMOHMPOBaHMSA  cepBepoB  x86 64,
BUPTYa/IbHbIX MalvH, MeHefkepa BM, TepmuHanbHOMO cepsepa, TepMUHaIbHbIX
K/IMEHTOB, M0/1b30BaTe/Iel aBTOMaTU3MPOBaHHOW CUCTEMbI B 3aLLMLLEHHOM WCMOSIHEHWN,
CepBEPOB MPWUIOXKEHWNIA, CUCTEMbI YMpaB/ieHnss 6a3amy [aHHbIX, CUCTEMbl XpaHeHus
[AaHHBIX M NOACUCTEMbI 3alnTbl MH(OpMaumK. Vi3genne co3gaeTt cpeny BUpTyanmsaumu,
NOALEPXXUBAIOLLYIO B KaUYeCTBE rOCTeBbIX OnepaumoHHbIX cucTeM «CuHTe3M», Windows,
Linux, a Takxe o06ecrneumBaeT M30MAUMIO BUPTYaSIbHbIX MalUWH W YMPaB/seT BCEM

XU3HEHHbLIM UMKAOM BUPTYa/IbHbIX MaLLWH.

1.2. PyHKUMM NporpamMmbl

MK «CuHTe3sM-CepBsep» npefHasHavyeH 415 BbINOMHEHUS CNeLYIOWMX PYHKLNIA:

- co34aHns cpefbl BUpTyanmsaumm Ha 6ase AucTpubytmMBa Linux C OTKPbITbIM
MCXOAHbIM KOAOM C MCMO/Mb30BaHMEM TexHonornnm KVM, nogaepXxmsarolein B KauecTse
rocteBblX onepaunoHHbiXx cuctem [MK «CuHTe3-KnneHt» (60412878.00052-01) u3
coctaBa 30C «CuHTe3s» Bepcus 6.4, MK «CuHtesM-KnneHt» (TACI.62.01.11.000.003)
n3 coctasa 30C «CuHTe3sM», OC cemeinctea Windows n OC cemeiicTsa Linux;

- CO3[aHns [LOBEPEHHOW Cpefbl BUPTyain3aumn ¢ M30N5LUMein BUPTYasibHbIX MaLLVH
Ha OCHOBe AuCTpuOyTMBa Linux C OTKPbITbIM WMCXOAHbIM KOAOM C WCMO/b30BaHMEM
TexHonornn KVM;

- obecrevyeHns  (OyHKUMOHMPOBAHUA  CPEACTB  KOH(PUIrypupoBaHWA  CETEBOrO
B3aVIMOENCTBUA MEXAY BMPTYya/IbHbIMU MallMHaMU U (IU3NYECKUMI CepBepaMm 3a CUET
npumeHeHns Linux Bridge n gunbtpos ebtables;

- NPefOCTaBNeHNA KOHCO/LHOIO A0CTyNa K BUPTYaslbHbIM MallnHam MocpeacTBoM
npoTtokonos SPICE n VNG,

-nogkntoveHns USB - n audio-ycTporcTB nocpeactsom npoTtokona SPICE B
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BUPTYa/lbHble MaLUWHBI C TOHKNX KIMEHTOB M paboumnx CTaHUMIA NoMb30BaTess;

- nogkntoyeHns PCl-yCTpoiCTB B BUPTYa/ibHble MaLLVHbI;

- nogkno4veHns COM-nopToB B BUPTYasibHbIe MaLUWHBI;

- NOAK/HOYEHNS K CUCTEMaM XpaHeHUa JaHHbIX No cnegyrowmm npotokonam: NFS,
ISCSI, FC,

- (PYHKUMOHUPOBaHWA cepsepa ynpasneHus BM nog ynpasneHnem MK «CuHTesM-
CepBep» B BUPTYa/lbHOW MallMHE B PEXMME BbICOKON [OCTYMHOCTU MNOCPELCTBOM
TexHonorum Self-Hosted Engine;

- NnoadepXKn HacTtpamsaembix nocpeactsom [1C «CuHTESM-AB» MexaHW3MOoB
3aWnTbl UHGopMauun (MOEHTUUKALUA 1N ayTeHTUUKALWKW, pasrpaHUYeHns LOCTYyna,;
yrpaeneHve KOH(UIypupyembiM CETEBbIM B3aUMOLENCTBMEM, PeErucTpaumm n y4yera;
KOHTPONA LENOCTHOCTU; aHTUBUPYCHON 3aliWTbl; CaMOTECTUPOBAHWE KOMMOHEHTOB
MC3W; 3awmtel oT HCL).

- MoAAEPXKN  paboTbl  OnepauuMoHHOM  cucTeMbl € naketom  OpenSSL,
(PYHKLMOHMPYHOLLMM C NPUMEHEHWEM aNITOPUTMOB KPUMTOrparyeckoro npeobpasosaHus
FOCT 28147-89, TOCT 34.10-2012;

- MOAAEPXKKN PYHKLMKM aapa IPv4-mapLipyTmsaunm;

- 3aMycKa, 0CTaHOBKM U OTCNEXMBaHWA 3arpPy>KeHHOCTN CepBEPOB BUPTYan3aLnu;

- 6aNiaHCUPOBKM Harpysku Mexay CepBepaMu BUPTyanm3aumm c obecneyveHnem
PaBHOMEpPHOro pacrnpefeneHns BUPTYa/ibHbIX MalUMH MeXay Cepeepamu BUpTyanusauum
1 3anycKa HoBbIX BM Ha HaumeHee Harpy>KeHHbIX CepBepax BUpTyanusaunu;

- CO3[aHNA U yaaNeHUsa BUPTYasibHbIX MaLLVH;

- 3aMycKa, 0CTaHOBKM BUPTYa/IbHbIX MaLLUNH;

- MUTpaLMn BUPTYasibHbIX MalUMH C OAHOr0 (PU3NYeCcKOro cepeepa Ha Apyroin 6e3
npekpatleHns paboTbl BUPTYa/lbHOM MalUWHbLI 1 OCTAHOBKW CEPBUCOB;

—- CO3[aHns 4NS BUPTYasIbHbIX MaLLUVH PeXuMa BbICOKON JOCTYMHOCTY;

-3arpy3ks  6e3[MCKOBbIX  TepMUHaNOB  (TOHKMX  K/IMEHTOB)  MOCPEeACTBOM
MCMoNb30BaHWA cpefbl 3arpy3kn PXE ¢ NOMOLLbIO CETEBOIN KapTbl TOHKOIO K/IMEHTA;

~ (PYHKUMOHNPOBaHWSA 6e34MCKOBbLIX TEPMUHAIOB 1 BO3MOXHOCTU UX NOAK/HOUEHNS

K cepsepam BupTyanmsaumm no npotokony SPICE ansa obecneyeHns paboTbl KOHCOMbHbIX
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CECCUiA B BUPTYa/lbHbIX MaLUMHaXx;

- NOAAEPXKKN KnacTepmsauuu;

- NOAAEPXKKN CUHXPOHM3ALMN C CEPBEPOM €ANHOMO BPEMEHMU;

- nogaepxku arinosbix cuctem (NTFS, Ext2, Ext3, Ext4, Xfs, Vfat (fat32)).

- 0becreyeHuns B3aMMOfeCTBUS C MporpamMmmMHbIM obecrneyeHnem,
(hYHKUMOHMPYOLWMM Ha paboyeir cTaHumyM nop ynpasneHnem MK «CuHTe3-KnneHT»
(60412878.00052-01) mn3 coctaBa 30C «CuHTe3» Bepcua 6.4, MK «CuHTesM-KnneHT»
(TACIM.62.01.11.000.003) 13 coctaBa 30C «CrHTE3M».

1.3. ®YHKUMOHa/IbHbIE OrPaHNYeHNS Ha MPUMEHEHNS

[lna yCTaHOBKW CepBepOB BMPTYan3auumn 1 aBToprsaumnmn Heobxoanuma pusnyeckas
cepsepHas nnatdopma. Konmuyectso cepeepoB, Hanmume B cucteme CX/, yTOuHseTcs
3aKa3yMKOM WCXOAA W3  HarpyskM Ha CepBepbl M HE06XOAMMOCTM  ropsyero
pe3epBMPOBaHNA [aHHbIX CEepPBEPOB, & TaKXe He MPOTMBOPEYMT KOHLenuMu co3gaHus
[OBEPEHHOI cpefbl hyHKLUMOHMpoBaHUs AC3W.

[Na yCTaHOBKM WM HACTPOVMKWA u3genns noHagobstca APM agmuHucTpartopa C
YCTaHOBNEHHOW Linux-nofgo6HoM onepauyoHHON CUCTEMOM, KOMMYTATOp A/ CETEBOro
B3aMMO/IENCTBUSI.

Ha cepBepax Heobxogumo HacTpouTb RAID-KOHTponnepb! (BO BPeMs YCTaHOBKM
ncnonb3osasicd RAIDS5) 1 KOHCONM yAaNéHHOMO YnpaB/eHns cepBepamu.

OpraHun3aLOHHO-TEXHUYECKUMIN MepaMu, U3 COoCTaBa TeXHUYECKUX CPeAcTB Ha
KOTOpble OCYLLUECTBNAETCA 3arpy3ka obpasa TepMUHA/IbHOTO K/WEeHTa, LO/DKHbI ObITb
NCK/KOYEHbl  YCTPOCTBA  MOCTOSIHHOTO  XPaHeHUs  MH(opMauun.  YCTponcTBa
YTeHWA/3anNnCcy OMNTUYECKMUX [UCKOB HE [LO/DKHbl OblTb YCTAHOBMIEHbI HA TEXHUYECKMUX
CpeAcTBax HeNpUBUIErMpPOBaHHLIX M0Jb30BaTENei.

OpraHn3aLOHHO-TEXHNYECKUMIN U TEXHUYECKUMI MepamMm [O/MKEH UCKIKYaTbCA
HeCaHKLMOHMPOBAHHbIN  JOCTYN NO/Sb30BaTeNieil B MOMELLEHUS, TAe pa3MeLLeHbl
TEXHUYECKMe CpeacTBa, PyHKUMoHUpYoLwme nog ynpasneHnem 30C «CuHTe3sM».

OpraHu3auMoHHO  TEXHUYECKMMU  Mepamn  [JO/DKHO  ObiTb  WCK/IKOYEHO

(hyHKUMoHMpoBaHne 6onee ogHoro DHCP-cepeepa n 6051ee 04HOM0 TEPMUHASILHOIO
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cepBepa B COCTaBe Kax[oW noacetM, B pamkax KoOTopou ¢yHKumMoHupyet 30C

«CNHTE3M».

OpraHun3aLMOHHO-TEXHNYECKUMN MepamMy  JO/MKHO  ObITb NCK/IKOYEHO
HecaHKLMOHMPOBaHHOE NoAKoyeHne K JIBC, B cocTaBe KOTOPOW paboTatoT TEXHUYECKME
cpefcTtsa, PyHKUnoHnpyrowme nog ynpasneHnem 30C «CUHTE3IM».

OpraHu3zayoHHbIMK Mepamu 1 nporpaMmMHbivMy cpeacTBamn (MC «CuHTesM-Ab»)
[AO/MKEH ObITb MCK/KOYEH AOCTYN HENPUBUIErMPOBAHHbLIX MO/Mb30BaTeNel K CpeAcTBam
aMVHUCTPUPOBAHNA W YMpaBfeHNs, B TOM 4uC/Ne K TeKCTOBbIM KOHconam OC u
amynatopaMm TepMuHana. Ha 3tane wraTtHoi akcnnyataumm A3CK He ponyckaeTcs
N3MEHEHWE HenpuBWIErPOBaHHLIMM MOML30BATENAMU, a TakKXKe aaMUHUCTPATOPOM
6e30MacHOCTM KOH(UIypaumMoHHbIX (painioB. [NpaBa [ocTyna HenpuBMIermpoBaHHbIX
nosib3oBartesieil JO/MKHbI OblTb YCTAaHOB/IEHbI TakMM 06pa3oM, YTOObI MOMbL30BATENHO HE
Ob1IM JOCTYMHbI Ha 3anunch CnegytoLume gansbl:

—KOHUIrypaumnoHHble (alinbl 3arpy34mKoB;
—/selinux/enforce;

—/etc/SELinux/config;
—/etc/SELInux/targeted/Booleans;
—/etc/selinux/targeted/booleans.local;
—/etc/passwd;

—/etc/default/useradd,

—/etc/group;

—/etc/shadow;

—/etc/skel.

1.3.1. OrpaHunyeHus gns CoBMeCTHO (pyHKUMoHUpYtowero MO

1. 3anpewaetcad peannsaums B COBMeCTHOMYHKUMOHUpYOWEeM O  dyHKUniA
DHCP-cepBepa 1 PXE-cepBepa.
2. 3anpeLyaetca peanusauma B COBMECTHO(YHKUMOHMpYoLWweM MO (yHKUMoHana

Mo mMoAndUKaLmMn JaHHbIX, XpaHawmxcs B VIMA, 3a UCKIOUYEHNEM CO3aHMs CNYXKeOHbIX
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YUYETHbIX 3anucer Nonb3osaresiein (He COOTBETCTBYHOLLMX MO/b30BaTENAM CUCTEMBI) U KX
HaCTPOiKe, OCYLLIECTB/AEMbIX B NpoLiecce pa3sepTbiBaHus 0.

3. 3anpewyaetca peanmsaums (YHKUMOHANA MO CO3L4AHWUI0 JIOK&/TbHbIX YYETHbIX
sanucer OC, 3a WUCK/IOYEHMEM CO3[aHWA  YYETHbIX 3arnuceit  TeXHOMOrMYecKmX
Mosib30BaTesiei, OCYLLEeCTB/ISEMOro Ha aTare passepTbiBaHus MO.

4. Ana MO, (YHKUNOHUPYIOLLEro MOA YYETHOW 3amnmncbio NPUBUIErMPOBAHHOIO
Mo/Ib30BaTe A, 3anpeLLaeTcs N3MeHATb CieAyroLLMe (hainnoBble 0ObEKTbI:

— BCe (havinbl B avpekTopuu /var/lib/aide/sintez;

— (parn /etc/init.d/aide_startup;

— (pan counthash;

— (painn /etc/aide.startup.conf;

— (painn /etc/cron.d/counthash_timetable;

— (hauin /etc/aide.conf;

— (pamn /usr/bin/file_tree;

— (painn /etc/sintez/integrity_client.conf;

— (pain /etc/passwd,;

— (parn /etc/default/useradd,;

— (paun /etc/group;

— (painn /etc/shadow;

— (painn /letc/skel;

— (paun /etc/selinux/targeted/seusers;

— (harnbl B gnpekTopuu /etc/selinux/targeted/contexts;

— (painn /var/www/Sintez-Repo/web/.htaccess;

— (painn /etc/httpd/conf.d/z-ovirt-engine-proxy.conf;

— (paun /etc/aide.user-group.conf.

5. MpusunernposaHHOMY MO/b30BATENIO  3arpeLlaeTcs W3MeHeHWe napameTpa
BIOS, cofepxallero onvcaHme UCTOUHMKA 3arpy3sku obpasa sgpa.

6. MNpviBMNErMpoBaHHOMY NOJIb30BATE/HO 3aMpeLLaeTcs N3MeHeHne obpasa aapa B

CyuwiecTsyrowem NCTOYHUKE.



9
TACTI1.62.01.11.000.002 31 01

7. 3anpeLyaeTca OCyLecTBNATb 3aMyCcK CKpunTa counthash.

8. 3anpeLyaeTcAd  OCYWECTBMATbL  WM3MEHEHMEe  HACTpOeK  3arycka CKpunTta
/etc/init.d/aide_startup nocpeAacTBOM yhasnieHus w/uav MogudukaLmMm CCbIIOK Ha 3TOT
(hainn B nognarkax narnku /etc/re.d/.

9. 3anpewyaetca peanmsaums (QYHKUMOHANA MO M3MEHEHWUIO TabnuLbl CUCTEMHbIX
BbI30BOB Agpa OC.

10. 3anpeluaeTca peanusaums (PyHKUMOHAMA MO MNepedade fiorMHa v napons ans
nonyyeHna TGT-6uneta Kerberos wnm nogkntodeHns K  Cepsepy ynpas/ieHUs
BUPTYa/IbHbIMW MaLUMHaMM.

11. 3anpellaeTca peaimsaums  (PyHKUMOHaNa MO pefakTUpoBaHWKO  (paiina
[/root/.ssh/authorized keys Ha XoCTax CUCTEMbI.

12. 3anpeLyaeTcs peanmsaums (OyHKLMOHana No peaakTUpOBaHUIO COAEPXMMOro
Creayrowmx AUPeKTOpUIA:

a./etc/sysconfig/rsyslog;

6./etc/rsyslog.conf;

B.(hainbl 13 nanku /etc/rsyslog.d/;

r.doannbl U3 nanku /etc/audit/.

13. 3anpewlaeTcs peannsaums ocTaHoBKKM cny»6 auditd n Rsyslog.

14. 3anpeLyaeTcs nNpefocTaBsTb NOJb30BATENN0 BO3MOXKHOCTb BblGopa Cepsuca,
KOTOpPbI ByAeT OCTaHOB/IEH.

15. B cnyyae peanunzaumm NO mopyneit ypoBHA sapa 3anpeLLaeTcs:

— co3faBaTb 6/104HOE MK CMMBOJILHOE YCTPOWCTBO, MO3BOJIAKOLLEE OCYLLECTB/IATh
3anuck B cebs 411 HeNprBUIErMpoBaHHbIX NOb30BATENEN;

— co3faBatb 6/104HOE UM CMMBOJIBHOE YCTPOMCTBO, MO3BOJIAIOLLEE OCYLLECTBATh
0TOOpaXKeHWe COAEPXXMMOro (haiina YCTPOMCTBA B KOHTEKCT MaMsTK MoJb30BaTebCKOro
npouecca 4na HenpuBUIErMpoBaHHbIX NOMb30BaTENeN;

— co3gaBatb RAM-based wHTepthenc sfapa B Buae avna wunv AUPEKTOPUN C
npaBamu, MO3BOMIAOWMNMN OCYLLECTBMATL 3anucb B Ce6A AN HEenpuBUIErMpPOBaHHbIX
Mosib3oBaTenen;

— oTKpbIBaTb UDP nnn NetLink COKeT B pexxume a4pa;
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— OTNPaB/ATL CUrHa/bI B USEr-space rnpoLeccsl;

— Bbl3bIBaTb NMPOW3BO/IbHbIN KOA M3 USer-space.

16. MO, yctaHaenmBaemoMmy B OC B BUAe [paiiBepoB, (DYHKUMOHMPYHOLWMX B
pexwumMe agpa:

— [paiBep He LO/MKEH UCMO/b30BaTb MEXaHWN3M CETEBbIX COKETOB, a MMEHHO:

a.ipaiBep He AO0/MKEH UCNob3oBaTh yHKUMoHan Netlink cokeTos,

6.4painBep He JO/MKEH UCMNOoMb30BaThb (yHKUMOHan UDP COKeTOB;

— [paiBep He AO/MKEH A06aBNATL HOBbIN CUCTEMHBIN BbI30B B TabMLy CUCTEMHOIO
BbI30Ba, CKpMNTbI COOPKN ApainBepa He AO/MKHbI MOANMNLMPOBATb UCXOAHBIN Kog OC ans
[06aBNEHNS CUCTEMHBIX BbI30BOB;

— [ipaiiBep He AO/MKEH 1CMo/b3oBaTb PyHKUMIO upcall.

17. MporpammHoe o6ecneyeHune, QyHKUMoHmpytowee B pamkax 30C «CuHTe3M»,
[0/MKHO NPOWTK TeMaTUYeCcKue NCCneLoBaHUA B YacTu:

— aHa/iM3a YA3BMMOCTEN, NPUCYTCTBYIOWMX B HEM WAN B WCMOMb3YEMbIX UM
KOMMOHEHTaX CTOPOHHeW pa3paboTKM 1 ONMCaHHbIX B 00LeJOCTYMHbIX MCTOYHMKAX;

—aHa/m3a  YA3BMMOCTEM M ONacHbIX  BO3MOXHOCTEW, MPOBOAMMOIO  C
MCMO/Ib30BaHNEM aBTOMAaTU3MPOBAHHOIO cpeacTsa roucka YA3BMMOCTEN,
OCYLLLECTBNAIOLLEr0 aHaIN3 UCXOAHbLIX TeKCTOB [10;

- B 30C «CuHTe3sM» He [O0/MKHO MPUCYTCTBOBATb YA3BMMOCTEM W OMACHbIX
BO3MOXHOCTEMN, KoTopble NMoTeHLMabHO MOoryT ObITb MCMO/Ib30BaHbl
HeNnpuBWIErMPOBaHHLIM MOMb30BATENEM [NA BAWAHMA Ha MexaHu3Mmbl 3awmTel 30C
«CNHTE3M».

18.B AC3W, B pamkax KoTopoil ycTaHaBnmBaeTca 30C «CuHTE3M», He
ponyckaetcst Hannume xoctoB ¢ OC, otnmnyHon ot 30C «CuHTes» (Bepcusa 6.4) n 30C
«CuHTesM» (Bepcus 7.2).

19. EAMHCTBEHHbIM CpeAcTBOM obpateHus npuknagHoro MO k SELinux senseTcs
6rnbnmoteka libselinux. Tabnmua ¢ onucaHNAMN YHKUNUIA (Ha3BaHWA U Ha3HaYeHWUs) A1

onbnmoteku libselinux npveeaeHa B npunoxeHumn A.
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2. YCNOBNA NMPNMEHEHNA

2.1. TpeboBaHVs K NporpaMmMHbIM CpeacTBam

Ana PYHKLMOHMPOBaHUA M3aenms Ha 6a3e (M3NYEeCKMX CepBepoB He Tpebyetcs
Ha/Mume NpesyCcTaHOB/IEHHOTO MPOrpamMmmMHOro obecreyeHus.

Mpn pyHKLUMOHMpPOBaHUK B cocTaBe AC3 n3aenve B3anMoeNCTBYET C:

1) OnepaynoHHbIMU CUCTEMAMM:

— 60412878.00052-01 MK «CuHTe3-KnneHT» (30C «CnHTe3» Bepcus 6.4);

— TACIM.62.01.11.000.003 MK «CuHTe3sM-KnneHT» (30C «CuHTE3M»).

2) Komniekc nporpaMMHbIX CPeAcTB 3awmUTbl MHGDOPMaLUMK, PYHKLUNOHPYHOLLKX B
cpege  onepaunoHHoW  cuctembl  «CuHTE3M» (KM «MC3N  «CUHTE3M»)
TACIM.62.01.11.000.004:

—TACTI1.62.01.11.000.005 MK «CuHTe3M-Cb»;

—TACTI1.62.01.11.000.006 MNMC «CunHTE3M-AbB>;

- TACTI1.62.01.11.000.007 MK «CnHTE3IM-UTTAX;

—TACT1.62.01.11.000.008 NC «CunHTe3M-Y Kx;

—TACTI1.62.01.11.000.009 NC «CuHTE3M-Penox.

3) Komnnekc  nporpammHbIX — CpeactB  «PYHKUMOHA/IbHbIE  CEpPBUCHI»
(KMNC «®yHKLMoHanbHble cepaucol») TACIM.62.01.11.000.010:

—TACTI1.62.01.11.000.011 NC «CuHTe3sM-CYb»;

—TACT1.62.01.11.000.012 NMC «CuHTe3M-CI»;

—TACTI1.62.01.11.000.013 KN «CnHTE3M-O;

- TACTI1.62.01.11.000.014 KI «CnHTE3IM-KY P>,

—TACT1.62.01.11.000.015 MK «CuHTe3M-KY ®.C»;

— TACI1.62.01.11.000.016 MK «CnHTEIM-KY P .[1C»;

—TACTI1.62.01.11.000.017 NC «CuHTesM-KY ®.Ax;

—TACTI1.62.01.11.000.018 NC «CuHtesM-CX-01x»;

—TACTI1.62.01.11.000.019 NC «CuHtesM-CX-02x;

—TACTI1.62.01.11.000.020 MNC «CuHte3sM-CPK»;
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- TACIM.62.01.11.000.021 KM «CnHTe3M-33»;
- TACIM.62.01.11.000.022 NC «CnHTe3M-33IM.Cx»;
—TACTI1.62.01.11.000.023 NMC «CunHTE3M-33IM.K».
4)  AnnapaTHO-NporpaMmHoe  cpeacTBO  «[llepCoHa/bHbIA  MAEHTU(MKATOP
nono3osatena» (AlNC «CnHtesM-TK/T») TACIM.62.09.20.190.001.

2.2. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Ang  (YHKUMOHWPOBaHUA W3[eNns  HeoOXOAUMbl TEXHWYECKMe CpefcTBa Co
CregyrownMm MUHUMaIbHBIMN XapaKTePUCTUKAMMN:

— MPOoLLeccop apxXmTeKTypbl X86_X64 C NoAAep>XXKOW annapaTHOW BUPTyaim3auumn 1
TaKTOBOW 4acTOTOMW He MeHee 2 I'Tw;

— onepaTuBHas NamATb He MeHee 8 I'b;

— 06bEM XKECTKOro ancka He meHee 50 IMB;

— CETEBOW KOHTPO/INEP C MUHUMabHOM NPOMYCKHOW cnocobHoCTbH0 1000 M6uT.

TpeboBaHUA K KOH(Urypauum TeXHUYECKUX CPeAcTB ANS CepBepa BUPTyasim3almm
MOTrYT MEHATLCA B 3aBUCUMOCTU OT C/IOXKHOCTU apXmnteKTypbl AUNC.

PacueT TpeboBaHWiI1 HEOOXOAMMO NPOM3BOAUTL MO CNEYHOLMM NapameTpam:

— KO/IMYECTBO fA4ep MpoLieccopa;

— 06bEM HEOOX0AMMOro ANCKOBOr0 NPOCTPaHCTBA;

— 06bEM OrepaTUBHOM NamATH.

B o6uem cnyyae pacyeT nponssoanTca rno gopmynam (1-3).

N, O
05+X)N. +N. + +—2—+05N_ + X
( ) B C ZOH E

5 (1);

a, =
(N, O .
b, =10+ (8+Xx)N, +110N. +20+2E§B+5NE + X (2);

Ch =(2+X)Ng +2N, +2§\%E+O'5NE + X (3),

rae:

a, — KONMNYECTBO sfep, Heobxoaumoe Ans (hYHKLIMOHMPOBAHMS cepBepa
BUPTYaNn3aLuu;
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b, — o006bem [INCKOBOI0 MPOCTPaHCTBA, Heo6XoANMbIi ans
(hYHKLMOHNPOBaHWSA CepBepa BUPTyam3aumm;

Cn — O0ObBEM orepaTuBHOM namaTu, Heo6X04MMbIN Aans
(hYHKLMOHNPOBaHWA CepBepa BUPTYyasin3aLuuu;

X  — HeobxoauMmoe KO/IMYeCTBO pecypca ans obecneyveHuns
(hYHKLUMOHNPOBaHWSA KIMEHTCKMX YacTei ycTaHasnmeaemoro Crlo;

X  — Heobxognmo KO/IMYECTBO pecypca ans obecneyeHuns

(hYHKUMOHNPOBaHWSA CepBePHbIX YacTei yctaHasnmaemoro CrlO;

Ng — KOMMYeCTBO NOJIL30BATENNLCKMX BM;

Nc. — KONMYecTBO CepBEPOB A4/1 (hainIoBOro XpaHUINLLa;
N, — KOMMYeCTBO TEPMUHaA/bHLIX cepBepoB (APM);

N

—  KO/IMYecTBO CepBEPOB YNpPaB/ieHUs JOCTYMOM.

m

MpunmeyvaHna:

1. CumBON «[J[» YKasblBaeT Ha OMepauyio OKPYr/IeHMS MOMyYMBLLIErOCS Ymcna K

60MbLIEMY LIENIOMY 3HAUEHUIO;

2. Anga 6onbunHcTBa ANC napameTpbl N., N, 1 Ng OyayT NpUHUMATL 3HAYEeHNs,

PaBHbIE €AVHNLIE.
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3. CXEMA W ONMNCAHWE NNOMMYECKOW CTPYKTYPbI MPOrPAMMBbI

3.1. CTpyKTypHasa cxema NporpamMmmMHoOro nsaennsa

TOHKNIA KNWEHT

&

AINC «QmT st
TK/ TV

Paboyan cTaHuus

&

AINC «Qmr esM

-TK/ TW»

[ =]

Ce

&

pBEPHA? TPy MNMPOBKA,
HKUMOHWDYIOLAs Ha MK
HTe3M-Cepaep»

CeTb B3auMOAeiiCTBNS ¢
Crek | TOHKVINM KIVEHTaMY 1 DBO4MMM CTaHLUSMM
|
KOMMYTaTOpOB | CeTb ynpaBeHIs 1 B3auMopieiicTam
! BUpTyanbHbiX MALYH
I
|
|
I CeTb ynpaBneHIs MUTaHVEM

K «GtHr eaM
Krvent »

BuptyanbHble MawwmHbl K
«CuHTe3sM-KnmeHT»

WH(pacTpyKTypHbIE BM

o «MeHexep BM»;

» «Cepaep ynpasnexns 40CTyrnom;
+ «Cepaep be3onacHocT;

» «Peno3uTopUi ANCTPUOYTUBOB
MO,

» «TepMAHaNbHbIA CepBep»
OyHKLUMOHabHbIE BM

* «[lonb30Batebekiie BM»;

* «CepBep NPUIOXEHNI;

+ «CepBep 3neKTPOHHOI NOYTbI;
* «Cepaep KY O»;

+ «CeTeBoe (aitnosoe
XpaHwmLe;

+ «Cepaep 633 faHHbIX»

‘ MNC «CuHTe3M-CPK» ‘

‘ MNC «CuHTesM-CX» ‘

PucyHok 3.1.1 — Cxema TUNOBOIN TEXHUYECKOI apXUTEKTYPbI HA OCHOBE

MK «CunHTe3M-Cepaep»
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CXA, (iscsi, fiber channel, NFS, gluster)

BM MEH'\(;F)KEpa BM1 BM2 — BMN [yrpenesne otpezon BM
B ‘ Yrpasnexie 06pasom BM ‘
Yrpagnexue 06pasom BM
5, 4 TIK «CunTesM-Cepaep» Cepaep Nel 2., ) K «CunTesM-Cepep» Cepaep No2 2. . TK «CuHesM-Cepaep» Cepaep NoN
lfé CrevaBupTyAMALM (TWmepaaop) YT T T T T T T T T T T T T T T T T T i :
Cryx6aBsanmvogeiicraac verepiepon | Cy G2 B3aUNOEVICTBNA C NEHEMKEPOM Cry 62 B3aMMOEVICTBUA C NEHEIKEPOM |
| | Bpryaﬂmatlw (VDSM) | s (VDSM) T npTyanaym (VOSM) |
| BunvoTexa ynpaBneHva BUpTYa/M3aLytelt , A |
| | (Libv Cossmmhon | BubnMoTeKa ynp%sneum) BYpTY&/M3ALYIEN | | BubnuoTeKa ynpa(BL?gm) BYpTYA/M3ALYEN | |
| [ mpasnenits (JSON-RPC) T |
: | Cryx6aBM (QEMU) | | Cryx6a BM (QEMU) H | Cryx6aBM (QEMU) L+
Cobbl
— " - " |
: || Tepummancne cepsep (DHCP,NFS, TFTP) | || Teptwtancheicepsep (DHCP,NFS, TFTP) | et (SONPCTconanew cepoep (DHCP, NFS, TFTP) || | |
| | |
| SPICE-cepaep | | SPICE-cepep | | SPICE-cepep [
L e I N S — R e e e e 4 R L e e e e e ]
lr Menemxep BM : MeHemxep BM |[ Menegxep BM :
1] Mogyns ymagnerya [ | Mopynb yrpasneHis LA L || 1 Mogym yrpasrerin l l
BUpTYamMalpet  —— | BApTYamMsaLpen i ——y B BUPTYa/M3aLYelt 5 I
: OVIRD |_§{j'_,| VIR A : P L _L_||_||
L__________________' o]
T — SO0 W A TTTpTTIITooTmmooommoood N
poosBM  — ————— | | | [ —-———————-= |
I Mogy b yrpasnetis Mogy b yrpasneHs | Mogynsymasners : |
| [RHHBIVA XDRHALMVCS Ha JAHHBIMA XDRHSLLAMICA Ha JaHHBINY XPRHSLWYIMICH Ha |
| E PM) XA (SDM) | cxn (M) | |
|| BM1 BM?2 BMn | l===-=po---- !
| Nb AOCT aK CX Mo, nb,u,ocrhlna K CX, ﬂbAOC mak CX |
| - ISC F|hre Cl armel 1 (ISCSI; Fibre Channel, NFS, — ISC Flbre Cl annel
| gluster) gluster) gluster) :
| e ] e 4
(SSH (pe3epBupoBatve (haitnos Katanoros, BJ) |
| CPK |
CUHXPOHM3ALYAS BENEHI
| Cepep efyHoro Bpemety (NTP) |7 ng npmo?(l:) ny?\leTP 74' Cepgep eyHoro Bpemenu (NTP) |7*CMH;%) %:T)ﬁ%};;p%m*4| Cepep eyHoro Bpevern (NTP)

3arpyska o6pasa TK
3arpyaka 06pasa TK Mopgemkia Spice-ceccin noﬁfgxz gf;?g:a:c;'éum
Mongepika Spice-ceconm _ APM [N = APM AN o
L TepMVlHa.anbIVI KNWEHT U3 TepMVIHaanbll/l KNUEHT U3 TepMVlHaanbll/l KNWEHT 13 J

cocrasa MK «CuHtesM-Cepsepr cocrasa MK «CuntesM-Cepsep» [ % cocrasa MK «CuHTe3M-Cepgep»

PucyHok 3.1.2 — Cxema B3anmogeincteusa cnyx6 n mogynei NK «CnHtesM-Cepsep»



16

TACT1.62.01.11.000.002 31 01

MK «CurreaM-Cepaep

| Ipaieepa ycmoiicrs |
| paiepa daitnoBsix cicTau \

| Iplfeepa ceTeBor0 WHTEpGeica \

Moyt yraBneis CETH:

1.ﬁpa|/|_5ep CETEBOTO MOCTA

2 NetFilter/EbTables

| Crywiaamaperhoiisnpryanisauym KM |

| Moy pa6oTSi 604 YeTpOicrBaM |
|

Moz b MaHaTHOr 0 konTpong SELinux

Moz ypaBneHita namaTLio

Jarpysum OC
alinbl ONEPALIMOHHOT CHCTEM \
[Opes cycrens |
| KouMrypaLyoHHb Gl |

CHCTEMA B3aUMOTEVCTBIA C TEDMAHANbHbIM KekTamyt (TC)
| TeMMHaTbHbIi CEBED \
| CepBeD YTIpaBTEHIA [HaMECNM |P-3pecammt (DHCP) \
Coyxba ceresoro JocTyna k ainosoi crcreme (NFS) \
Cryx6a nepegasu ainos (TFTP) \
06023 TOHKOTO KvigHTa \

Cicrena supTyanisaLimt (Mesexen BupTyanicaLmy)
Mogynb yrmasners spryanisamt (OVIRT) \
5432 faHHbIX C HECTOOVIKAMW! BUDTYATbHbIX NaLLWH \
MeXaHi3M ayTEHTHMK AL B CPRZE BUDTyaTIBELI \

CutcTewaBApTyanAsaLiy (Tmepsson)
BubnvoTexa ynpanewis BupTyazaLeit (Libvin) \

Cyxa ssauniogeicrins ¢ vesexepom aupryanisaLim (VDSM) |
Cryxba BM (QEMU)

(Cepeep Spice-ceccui

Cry6a 0Tas0y CTOTVBOCTIA MEHEEHepa BipTyanvBaLmt (Self-
Hosted-Enging)

Cryw6a egyoro spevesn NTP
| Cepaep EIUIHOTO BDEAEHI
| KIWeHT emiHoro Bpeviet \

ClyXGa yTpaBTeHIA THTaHIEN
Mogys Baamogeicrsim ¢ UPC \

Cryxba ven
Mogyms KvieH cay X6l et (DNS) \

‘Baamompicr ave wexzy BM

C YT 2HOBNEHHOI T OCT EB0
onepaLorHoif arcr evoi TK
«Qmr e KrvierTn 1

CHCT ENDIT BIDT yarv3aLm
K «Onr esht Cepsep

MK «CuTesM-Knuenm

| Ipaieepa ycrpoiicrs |
| e daitmosbix cicTen \

| Iplfeepa ceTeBor0 MHTEpGeica \

Mogy Y raBneis CeTH:
1.ﬁpavlaep CETEBOr0 MoCTa
2 NetFilter/EbTables

Mogynb pa6OTbI ¢ 604 HblMM YCTOOTHCTBAMM \

Moy MGHATHOTO KOHTDORA SELinu |

Mozyn ypaBnexis namATo \

Samyzauk OC
aiinel ONEpaLOHHON OACTEV! \
|0y cicrens |
| Kowharypaupiooe gl |

CpaHCHbIE KOMMOHEHTS!
' Cnyw6a WEB-cepsepa Apache (htipd)

BupryaroHas Malwha JAVA (java-openjdk)
Wtmepnperarop PHP

Cryx6a CYB] (PostgresSQL-server)

‘Mogyns kneata COX (SSHfs)

‘Mogyns yganertoro pabosero cTona (freeRDP)
Mogy cepeepa mpunoxenuii (Mono)
 Megve-Kogex (ffmpeg)

Mogyns paGorl ¢ nHA0pwaLyelt o reonokaLy (eos)
" Mogy s y3vepeHi napavieTpos cerit (iperf3)

KpoconnaTiopmeras 6uamioTexa paspadotién 110 Ha Aabike
nporpammposasng C++ (QT4.8)

KpoconnaTiopmeras 6uamioTexa paspadorion 10 Ha fabike
nporpammposasns C++{QT5.7)

Cryw6a efyHoro spevern NTP

S — KIvigHT eHoro BeweH |

Cryxba e
Mogyms KvieH cay Bl et (DNS) \

'SSH-censep \
Tafiseckoe okpywenve (XL1) |

PucyHok 3.1.3 — Cxema cocTaBa cUCTeMHbIX KOMMOHeHT MNK «CnHTte3M-CepBsep»,

MK «CnHTEe3M-KnueHT»
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B Cyuae BeiN003 W3 CTPOR C2PREpa ©
R DYHILLYAM MEHEIHEROM,
DOVRECTRNR ET0R MK MEHEIHEDE HA
GAFOM 18 DY IX C20BE00E
e 8 by, 8
N MK «CutesM-Cepeep» - MK «CutesM-Cepeep» N MK «CunteaM-Cepeep»
CvicTema BUpTYanM3aLH (MeHemKep BUpTYaniBaLui) CHicTeMa BUPTYanM3aLm (MeHemKep BUpTyanieaui) CucTema BupTyam3aLym (Mexe/pxep BApTyanisaLy)
Mogynb ynpasnens supTyanisaim (OVIRT) | [(Mozynsypanexs sipryanusant (QVIRT) | (Mogyns ypasnets Bupryanisan (OVIR
232 3HHbIX C HACTDOMKNM BIDTYaTbHbIX MaWMH q i

Mexatv3m ay EHMQWK@MW B Cpeje BUpTyanusalim

Basa fiaHHbix ¢ HACTDOVikam B IbHbIX MALLIMH

MexaHu3m ayTeHTKaM B Cpefe BUDTyanvBaIm

CycTema Bupryanvsalm (Tunepensop)

CucTema Bupryanisalm (Tnepeuaop)

P

T (Libvin] \ E

BupT

7 (Libvin)

[Cryx6a c

BupTyamsaum (VDSM)

[Cryx6a

Cryx6a BM (QEMU)
Cepeep Spice-ceccitit

{CryxGa BM (QEMU)

EaﬁgﬁPHHXC HaC’ EOﬁKﬂIM BUPTYa/IbHbIX MALLIMH
MexaHusm ay EHTV@VI(@[VM B Cpe/ie BUpTYanyBaLu

CucTema BupTyanisalm (Mnepeuaop)
[Bubnuotexa BUpT if (Libvirt) |
Cryx6a B3anmogeifcreuns ¢ NeHegxepom supTyannsaumt (VDSM)

i Cryx6a BM (QEMU)
Cepeep Spice-ceccitit

|
© MeHepKepoM BupTyanmsaLm (VDSM)
|

‘(Slgf-Hosted-Er'gine)

UBOCTH MEHEIepa BIpTyanisal

\(S]e%f-Hosted-Eﬁgine)

YBOCTH MEHEIKepa BpTyansal

ik

MOHSTOPRHT COCTORHAR

B Cyuae BNl 13 CTOR epeeps,
AaMWERHLE Ha HEm B
MEEIATYXFOTCA H

R YUY CEPRE gL

MOHSTOPRHT COCTORHAR

[Cryx6a BM (QEMU] |

Cnyx6a BM (GEMU
‘Ce"%aep Spice- chccvm) ‘

402 0TKA30y CTOV|VBOCTH MEHEIepa BYpTyan /3L
%(SefHosiedE%me) e PV ‘

PucyHok 3.1.4 - Cxema pexxvma BbICOKOM [OCTYMNHOCTU

[ Cryx6a ssaimopeicrains ¢ vexegyepon supryamsaum (VOSM) 1471

5 |CyGa B (GEMU)

7| Cepeep Spice-cecoui

N MK «CitresM-Cepeep» TenNHansHbI KIWeHT %m
PCleroerse » i - - « Te—

- ONTIMECKER Kapra, : [ - MEHHYTATD MblLh;
- CETEBEA KPTG, Cucrena BupryansaLm (Mesemxen BupTyansaLy) : ﬂ SicegT % - KaBaTypa;
- BTE0 Kapra; [ Mogynb ymasresa supryanisam (OVIRT) | p J - USB-#akonimen.
- SASHfaTep (25 JaHH C HECTDOKGAM BHTYRTGHbX VALIH | T

[ Mexcnam ayTenTGuKaLIM B COBIE BIYTYATIBALM | |

Cucrewa supryanisauym (Tunepeusop)

{BuemvoTexa ympaeneHi BupryemzaLyei (Libvir) gt

Cry6a OTHas0y CTOMMYBOCTH MEHELKEpa BHDTyanvBal
(Sl Hosed%ne) BRI

PucyHok 3.1.5 — Cxema nogaep>xku paboTbl ¢ annapaTHbIMU CpeacTBamMm
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3.2. OnucaHne cocTaBHbIX YacTen, UX YHKLNIA 1 CBA3EN MeXAY HAMMU

Tabnuua 3.1 Bzanmogencteme moaynen

B3aumogelictaytoLee
HanmeHoBaHmne moayns Ha3HaueHune nporpamMmMHoe
obecneyeHne
AQpo

[paiiBepa ceTeBOro nHTepdeica

ObecreyeHne paboTbl CETEBONA
KapTbl

[paiiBep ceTeBOro mocta

[paiiBepa (haiiNoBbIX CUCTEM

ObecneyeHne yrnopsaoHeHHOro
XPaHEHNs AaHHbIX Ha 6/104HOM
YCTPOICTBE, XXYPHaIMPOBaHWSA U

Mogaynb paboTbl C
6/104HBIMM YCTPOVCTBAMY

MoucKa AaHHbIX
Mogynu [Lpavisep ceteBoro | ObecrneyeHne ceTeBOro Mogynu ynpasneHus
ynpas/ieHuns mocTa B3aMMOJEeNCTBUSA CeTblo:
CeTblo: NetFilter/EbTables | ¥YnpaBneHue ceTeBbim
B3aMMO/AENCTBMEM

Cny>k6a annapaTHoOi
BUpTYanusaunn KVM

ObecrneyeHne paboTbl annapaTHOM
BUPTYan3aumm rno TeXHOMormm
Intel-VT

Mogynb paboTbl ¢ 6/104HBIMM
yCTpocTBamu

ObecneyeHne paboTbl C XKECTKUMM
ANCKaMM 11 NMOAKMOYAEMbIMM
CUCTEMAMM XpaHEHWS AaHHbIX

Mopaynb MaHLAaTHOr0 KOHTPONS
SELinux

ObecrieveHne KOHTPONSA Hag,
CUCTEMHbIMM OnepauusmMm

Mogynun ynpaeneHvs namsaTbio

YnpaBneHne TpaHCASUMNER Mexay
(hM3NYECKNMM 1 BUPTYaSIbHbIMU
afpecamu onepaTMBHOM NamsiTU

3arpysunk OC

3arpysunk GRUB

ObecrieveHne 3arpysKku
0nepaLnOoHHON CUCTEMBI

Cuctema B3aMMOAENCTBUSA C TepMUHAIbHLIMU KineHTamu (TC)

TepMUHanbHbI cepeep

ObecneyeHue 3arpysKu no CeTu
06pa3za TePMUHAIBHOIO KNIMEeHTa

CepBep eIMHOI0 BPEMEH!

Cepsep ynpasneHus
AvHamnyecknmm IP-agpecamu
(DHCP)

Bblgaya napaMeTpoB CETU TOHKUM
K/IMEHTaM B MOMEHT VX 3arpy3Ku
no PXE

Cnyxba ceTeBoro gocTyna K
(havinosoii cucteme (NFS)

O6ecneyeHve CEeTEBOrO A0CTynNa
TOHKOrO K/IMEHTa K IMPEKTOpUM, B
KOTOPOIi XpaHNTCs 06pa3 TOHKOro
K/MeHTa

[paiisep thainnioBoi
CUCTEMbI

Cnyx6a nepegauv dainnos (TFTP)

ObecrieveHne 3arpysku sapa un

[paiisep hainnioBoi

o6pa3a nepBoHa4asIbHOM 3arpyskn | CUCTEMbI

no npotokony TFTP
O6pa3 TOHKOro KueHTa MpepocTaBneHne KOpPHEBOM

(hainNoBOW CUCTEMBI A/t TOHKOIO

KNneHTa

Cucrtema Buptyanmsauum (MeHemkep BupTyanvsaumnm)

Mogynb ynpasneHus ObecrieveHne ynpasneHuns cpegort | basa faHHbIX C
Buptyanmsauum (OVIRT) BUPTYann3aumm ¢ NOMOLLbIO BEO- HacTpolikamu

nHTepgerica nnm Yepes RestAPI

BUPTYa/IbHbIX MALUNH
Cny>k6a B3aMMOLENCTBUSA C

MEHEKEPOM
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BupTyanusaumm (VDSM)

Ba3a fjaHHbIX C HaCTPOKamm
BUPTYa/IbHbIX MalUnH

ObecrieveHne XpaHeHNs HaCTPOeK
BMPTYa/lbHbIX MaLLWH, CEPBEPOB
BMPTYanM3aLummn 1 np.

[paiisep thainnoBoi
CUCTEMBI

MeXaHu3m ayTeHTU(MKaLWK B cpefe
BUPTYann3aLmm

ABTOpM3aLMs NONb30BaTENEN C
NCNO/b30BaHMEM BHELLHEN
CUCTEMbI YrpaBNeHWst 4OCTYNOM
(IPA)

Cepsep LDAP

Cuctema Buptyanusaunm ("'mnepsumsop)

BrubnunoTeka ynpasneHus
BUpTyanu3sauuein (Libvirt)

BbInonHeHMe 3anycka
BUPTY&/IbHbIX MaLLVH C
TpebyeMbIMM NapameTpamu

Cnyxb6a BM (QEMU)

Cny>k6a B3aMMOLENCTBUSA C
MEeHePKEPOM BMPTYanmn3ayum
(VDSM)

O6ecrie4eHune ynpasneHus
CepBepoM BUPTYyanm3auum co
CTOPOHbI MEHeKepa ynpaB/ieHUs

BrubnunoTteka ynpasneHus
BUpTyanusauuei (Libvirt)

Cnyxb6a BM (QEMU)
Cepsep Spice-ceccuii

O6ecrie4eHne paboTsbl
BMPTYa/bHON MalUVHbI U
MpefoCcTaB/ieHne JOCTYNa K ee
KOHCO/IM Yepe3 NpoTOoKoA Spice

Cny>k6a annapaTHoOi
BUpTYannsaunn KVM

Cnyxb6a 0TKa30oyCTON4MBOCTH
MeHe[Kepa BMpTyanm3auunm
(Self-Hosted-Engine)

Obecre4yeHne 0TKa30yCTONYMBONA
paboTbl BUPTYa/IbHOW MalUMHbI
MeHeKepa ynpasneHna BM

Mogaynb paboTbl C
6104YHBLIMU YCTPONCTBAMY

C

ny>xo6a efnMHoro spemeHn NTP

CepBsep eanHOro BpemeHu

BbinonHeHme QyHKLMN UCTOYHMKA
BPEMEHU ANs K/IMEHTOB eAMHOr0
BPEMEHM

KNneHT eMHOr0 BpeMeHu

O6ecneyeHre CMHXPOHM3ALIMN
NOKa/IbHOTO BPEMEHN C
MCTOYHMKOM BPEMEHU

CepBep eIMHOI0 BPEMEH!

Cnyxb6a ynpaBneHuUs NUTaHMEM

Mogynb B3aumopgeincTems ¢ UPS

Onpoc ycTpoicTs GecnepeboiiHOro
nutaHua APC

Cnyxb6a nveH

Mogynb KNMEHT CNY>KObl UMeH
(DNS)

Ob6ecneyeHne nonyyeHus IP agpeca
Nno MMEHN XOCTa

Cepsep cnyobl UMeH
(DNS)

SSH-cepsep

SSH-cepsep

[NpenocTaBneHne yaaneHHoro
[0CTyna no 3allnLLEeHHOMY

coeaANHEHNO




20
TACT1.62.01.11.000.002 31 01

3.2.1. Apnpo

AApo n3genns ycnoBHO LeNnUTCs Ha Tpu 60bLUMX YPOBHS. HaBepXy pacnosaraeTcs
NHTEP(MENC CUCTEMHbLIX BbI30BOB, KOTOPbIA peasim3yeT 6a30Bble (DYHKLUMW, Hamnpumep,
YTeHue 1 3anncb. Hke nHTepeinca CMCTEMHbIX BbI30BOB pacrnosiaraeTca apXMTeKTypHO-
He3aBMCKMbIV KO fApa. STOT KOZ, ABNAETCA 06LMM 415 BCEX MPOLECCOPHBIX apXUTEKTYP,
NoAAepXMBaeMbIX msfenvem. Elle HvKe pacnonaraeTcs apxXMTEKTYPHO-3aBUCUMBIA KOZ
Aapa.

OCHOBHbIE NOACUCTEMBI A4pa:

- MHTEeP(enC CUCTEMHBIX BbI30BOB;

- yrpaB/ieHne npoLeccamu;

- ynpas/fieHne NamaTbHo;

- BUpTYa/ibHas (paiinoBas CUCTEMA,;

- CETEBOW CTEK;

- ApaiiBepbl YCTPONCTB;

- APXUTEKTYPHO-3aBUCKMbI KOL.

3.2.1.1. VHTepheinc CUCTEMHBIX BbI30BOB

SCI — 3TO TOHKWI YpOBEHb, MPeAOCTaBNAOWMIA CPeAcTBa ANA Bbl30Ba (PYHKLMIA
f4pa M3 MNpPoCTpaHCTBa MoJb30oBaTeNs. JTOT MHTEPMENC MOXKET ObITb aPXUTEKTYPHO
3aBMCMMbIM, AaXe B npeaenax OAHOro npoueccopHoro cemerictea. SCI hakTnyeckm
npefcTaBnseT cobow cnyx6y MynbTUMNEKCUPOBAHNA 1 AeMY/IbTUMNIEKCUPOBaHUA BbI30Ba
(hyHKumn. Peannsaumsa SCI Haxogutes B ./linux/kernel, a apXxmTeKTypHO-3aBUCHMas 4acTb
- B ./linux/arch.

3.2.1.2. YnpasneHune npoLieccamm

Ynpas/ieHne npoLeccammy CKOHLEHTPUPOBAHO HAa UCMOMIHEHMU NpoLeccoB. B aape
3T  Mpoueccbl  HasblBalOTCA  MOTOKaMW;  OHW  COOTBETCTBYKT  OTAE/IbHbIM
BUPTYa/IN30BaHHbIM 00beKTaM npoueccopa (Kog MoToKa, AaHHble, CTeK, MPOLECCOPHbIe
perncTpbl). B npocTpaHCTBe Mosb3oBatens 00bIYHO UCMOMb3YETCA TEPMUH MPOLECC, XOTH
B peanusaumm Linux 3T fABe KoHuenuuu (npoueccbl M NOTOKM) He pasnnyaroT. A4po

npefocTaBnsieT WHTepgeic nporpaMMupoBaHns npunoxeHuin (API) uyepes SCI ans
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CO34aHNs HOBOro npouecca (MOPOXAEHMS KOMWMW, 3anycka Ha WCMOSIHEHMe, Bbl30Ba
(hyHKuumi Portable Operating System Interface (POSIX), octaHoBkM npouecca (kill, exit),
B3aVMO/ENCTBMS N CUHXPOHU3AUMM MeXAy npoueccaMn (CUrHaibl WK MeXaHWU3Mmbl
POSIX).

Ewe ofgHa 3ajaya ynpaefneHus npoueccamym — COBMECTHOE WCMoJb30BaHWe
npoLieccopa akTUBHbIMW MOTOKaMW. B agpe peasv3oBaH anroputM njaHMpOBaHWA
cnoxHoctm O (1), Bpemsa paboTbl KOTOPOrOo He 3aBUCUT OT 4ucna MOTOKOB,
NPeTeHAYOLMX Ha pecypcbl npoueccopa. ANropuTM naaHMposaHuna cnoxxHoctn — O (1) —
NMOAYEPKMBAET, YTO Ha AMUCMETYEpPU3aLMIO OLHOr0 MOTOKA 3aTPayMBaETCH CTOJSIbKO XKe
BPEMEHM, KaK M Ha MHOXecTBo MoTtokoB, O (1) noadepxuBaeT CUMMETPUYHbIE
MHOrOnpoLeccopHble KoHpurypauumn (SMP). McxogHble KoAbl CUCTEMbI YMpaB/ieHUs
npoueccamy Haxogatca B ./linux/kernel, a Kogbl apXUTEKTYPHO-3aBUCUMOM YacTu — B
Alinux/arch.

3.2.1.3. YnpasneHne namMATbHO

[pyro BaXKHbI pecypc, KOTOPbIM YMpaBseT A4p0 - 3T0 NamsATb. [15 NOBbILLIEHNS
3PeKTMBHOCTA, YUunUTbIBas MexaHW3M paboTbl annapatHbIX CPeACTB C BUMPTYaslbHOWA
NamMATbI, NaMATL OpraHn3yeTcs B BUAe cTpaHuL, (B oCHOBHOM pasmepoM 4 KB). B Linux
MMEIKTCA CpeAcTBa A1 YNpaBleHNs WMEIOLWenca namaTbio, a TakKe anmnaparHbIMu
MexaHu3Mamy 15 YCTaHOBMEHWUS COOTBETCTBUA MeXAY (U3NYecKoW U BUPTYasibHOM
namaTbto. Linux npegoctaBnseT abctpakuum Hag atumm 4 KB 6Gydepamun, Hanpumep,
MexaHu3M pacrnipegeneHuns slab allocator. 3ToT mMexaHuM3M ynpaBneHUs 6a3vpyeTcs Ha
4KB Oy(epax, HO 3aTem pa3MeLlaeT CTPYKTYpPbl BHYTPU HUX, Cnefs 3a TeM, Kakue
CTPaHWLbI MOJIHbI, KaKMe YaCTUYHO 3aro/IHEHbI N KaKue MycTbl.

B ycnoBusx Hanmuma 60MbLIOT0 4ucia nonb3osatesnied NamaTv BO3MOXKHb
CUTyauuu, Korga BcA MMeKoLasca naMsatb OyaeT mucyepnaHa. B ¢BA3u ¢ aTUM CTpaHuupl
MOXHO YAansiTh U3 MaMATU U NEPEHOCUTL Ha ANCK. DTOT Npouecc 06MeHa CTpaHuL, Mexxay
OnepaTMBHOW MaMATHIO U XECTKUM AWCKOM Ha3blBaeTCs MOAKa4yKon. VicxodHble Koabl

ynpasfieHns NamaTbio Haxoaatca B ./linux/mm.
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3.2.1.4. BupTyanbHas haitnioBas cuctema

Elle 04MH MHTepecHbln acnekT agpa Linux — BupTyanbHas (paitnioBas cucTema
(VFS), koTopas npegoctasnseT obLlyo abCcTpakumio nHTepdeica K hainoBbiM CUCTEMAM.
VFS npegoctaBnsieT YpoBeHb KoMMyTaumn mexay SCI n ainioBbiMn cucTemMamu,
NoALEePXUBAEMbIMU ALPOM.

Ha BepxHem ypoBHe VFS pacnonaraetcs egnHas API-abcTpakumsa Takmx QyHKUWA,
KaK OTKpbITWE, 3aKpbITWE, YTEHME 1 3anncb (arinos. Ha HkHeM ypoBHe VFS HaxoaaTcs
abCcTpakumMm (arnoBbIX CUCTEM, KOTOpble OMNPEAENstoT, Kak peasim3yroTca (yHKUUK
BEPXHEro ypoBHA. OHW NpefCTaBNA0T COO0M MOAKIHYaeMble MOAYN A/19 KOHKPETHbIX
(haintnoBbIX cncTeM (KOTOpbIX cyllecTByeT 6onee 50). icxoaHble Koabl hanoBbIX CUCTEM
HaxopaaTcs B ./linux/fs.

Hvke ypoBHS (hail/loBOI CUCTEMbI HAXOAMTCA K3l OydepoB, NpefoCTaBsAOLLNN
06LWKMiA Habop (hYHKUMIA K YPOBHIO (PaliNnoBON CUCTEMbI (HE3aBUCMMbIA OT KOHKPETHOM
(hainIoBOM CUCTEMbI). DTOT YPOBEHb KILLUMPOBAHUS ONTUMMU3MPYET AOCTYN K (DU3NYECKNM
YCTPOMCTBaM 3a CYET KPATKOCPOYHOrO XpaHeHUs AaHHbIX (MIN yNpeXxxaatoLlero YTeHus,
06ecrneymBaroLLEro rOTOBHOCTb [aHHbIX K TOMY MOMEHTY, KOrfja OHW MOHafobATcs).
Huxe Kalwa 6ygepoB HaxoAAaTCs ApaiBepbl YCTPOMCTB, peansytolime nHTepdencol ans
KOHKPETHBIX (JU3MYECKNX YCTPOMCTB.

3.2.1.5. CeTeBoi CTeK

CeTeBOM CTeK MO CBOEWM KOHCTPYKLUMM WMeEeT MHOrOYpPOBHEBYH) apXUTEKTYpY,
MOBTOPSAIOLLYIO CTPYKTYpPY camux MpoTokonos. [potokon Internet Protocol (IP) - ato
6a30Bblil  MPOTOKO/T CETEBOr0 YPOBHA, pPacrofiaralolmMincs HWxe TPaHCMOPTHOro
npotokona Transmission Control Protocol (TCP). Bbiwe TCP Haxoautca YpOBeHb
COKEeTOB, Bbl3blBaeMblii Yepe3 SCI.

YpoBeHb COKETOB MpeAcTaBseT coboM cTaHAapTHbIM APl K ceTeBOM MoAcCUCTEME.
OH npegocTaBnseT NONb30BATENIbCKUA UHTePgeC pas/IMYHbIM CeTEBbIM NPOTOKONAM.
YpoBeHb COKETOB pean3yeT CTaHAAPTU30BaHHbIA CNocob yrpas/ieHUst COeAUHEHUAMN U
nepefayn AaHHbIX MEXAY KOHEeYHbIMU TOYKaMM, OT AOCTYyNna K "4MCTbIM™ Kagpam AaHHbIX
1 6nokam gaHHbIX npoTtokona IP (PDU) u go npotokonos TCP n User Datagram Protocol

(UDP). NcxoaHble Kofbl CETEBOM NOACUCTEMbI AApa HaxoaaTca B Katanore ./linux/net.
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3.2.1.6. [paiiBepbl YCTPONCTB

Mopjasnstollee OOMbLIMHCTBO WMCXOAHLIX KOAOB fAfpa Linux npuxogutca Ha
[pariBepbl YCTPOMCTB, 0b6ecneynmBatoLLMX BO3MOXHOCTb pPaboTbl C KOHKPETHLIMU
annapaTtHbIMW YCTpOWCTBaMK. B fepeBe MCXOAHBIX KOAOB Linux mMmeeTcs nogkatanor
[paiBepoB, B KOTOPOM, B CBOK O4epefb, UMEeKTC MoAKaTanorn Ans pasiMyHbIX TUMOB
NoALepXXUBAEMbIX YCTPOWMCTB. McXofdHble KOfbl [pa/iBepOB YCTPOWCTB HaxoasaTcs B
Alinux/drivers.

3.2.1.7. ApXMTEKTYPHO-3aBUCUMbIA KOA

XOTHA OCHOBHas 4acTb Linux He3aBMCUMa OT apXMUTEKTYpPbl, HA KOTOpOK paboTaeT
orepaumoHHas CMCTeMa, B HEKOTOPbIX 3/IeMeHTax Ans obecrnevyeHns HopMasibHOM PaboThl
M MNOBbILEHNA 3PPEKTUBHOCTN HEOOXOAMMO YUUTbIBATh apXWUTEKTYpy. B nogkaranore
Jlinux/arch  HaxoAuTCA apXWUTEKTYpHO-3aBMCMMas 4aCTb WCXOLHOIM0 Koja SAapa,
pasfefieHHas Ha psf NOAKAaTasioros, COOTBETCTBYHOLLMX KOHKPETHbIM apXUTeKTypam. Bce
3TN KaTasiorn B COBOKYMHOCTM 06pasytoT BSP. B cnyyae 06bl4HOro HactonbHoro MK
ncnosb3yetca kKartanor i386. lMogkatanor ANnd KaxAon apXMTEKTypbl COAEPXUT psaf
B/IOXKEHHbIX MOAKATa/I0r0B, OTHOCALUMXCSA K KOHKPETHbIM acrnektam fapa, Takmm Kak
3arpyska, a4po, ynpasieHve namatbio MU Tak ganee. ICXogHble Koabl apXUTEKTYPHO-

3aBMCMMOM YacTu HaxoaaTcs B ./linux/arch.

3.2.2. 3arpy3umk OC

3arpysyvk onepaumoHHOM CUCTEMbl HeobxoAuMM [ns obecrieyeHMss 3arpysku
orepaunoHHON CUCTEMbI HEMOCPELCTBEHHO MOC/IE BK/IKOUYEHWS KOMMNbIOTEpa.

3arpysunk C BbINOMHAET cnefytoLiue 3ajayun:

— 3arpy)kaet S4po OMepauuMoHHON CUCTEMbl B OMepaTVBHYK MNaMATb. 3arpyska
f4pa onepauyoHHON CUCTEMbI MOXKET MPOUCXOAUT He TOMIbKO C YKECTKOro AWCKa, HO U Mo
ceTu;

— (hopMUpyeT BXOLHble NapaMeTpbl, NepeaaBaeMble A4pYy onepauMoHHON CUCTEMBI;

— nepefaéT ynpas/neHve a4py onepaurioHHON CUCTEMBI.

YcraHoBwnk GRUB npexae Bcero msmeHuUT kof MBR Ha cBOW COBGCTBEHHbIN

cekTop MBR, B KOTOPOM COZEPXUTCA rNaBHasA 3arpy3oyvHas 3amnucb. 34ecb COAEPXKUTCS
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KOJ, OCHOBHOrO 3arpy3umka (446 6aiT), Tabnuua pasgenos ¢ onmMcaHMeM Kak OCHOBHbIX,
TaK M BTOPWUYHbLIX Pa3fenoB >KeCTKOro aucka (64 6aita). lMockonbKy cektop MBR
obnagaet Masbim 06bemMoM, 3anyck GRUB yknafbiBaeTcs B fABa aTana. B cektope MBR
pasMeLleHa CCblflka Ha KOHMUIypauMOHHbIA (aiin, KOTOPblA MOXET HaxoAMTbCA Ha
NHOBOM XKeCTKOM aucKe. o Hell ByeT onpedensiTbCs 3arpyska, KOTopas HauMHaeTcs Ha
BTOpPOM 3Tarie. Bce HacTpoilkm W AaHHble ana pabotbl GRUB cumTbiBalOTCS M3
KOH(MrypaumoHHoro avna. Ecnm e KOH(UrypaunoHHbIA hail He Obli HalfeH Ha

BTOPOM 3Tare, To NPOLIECC 3arpy3ku ByAeT npekpalLieH.

3.2.3. TepMuHa/bHbIN cepBep (CUCTEMa B3aMMOENCTBUS C TEPMUHA/IbHbIMU

KNMeHTammn)

TepmuHanbHbId cepBep MK «CuHTe3M-CepBep» BK/OYaeT B CebA MakeTbl A/
HacTpoiiku DHCP-cepBepa. DHCP-cepsep 06ecrieunBaeT Bblgady IP-agpecoB no
ycTaHoBneHHbIM MAC-agpecam Ha TepMUHaIbHblE K/MeHTbl. TakXke, B COCTaB
TepMUHa/IbLHOTO cepBepa BXOAAT NakeTbl Ans HacTpoikn TFTP 1 NFS-cepBepoB, KOTOpble

obecneynBatoT paboTy TEPMUHA/ILHOIO KMeHTa Ha APM.

3.2.4. TepMUHa/IbHbIN KITUEHT

TepMuHanbHblil -~ KMeHT TIK  «CuHTe3M-CepBep»  COAEPXWUT  rpadinyeckoe
MONb30BaTe/IbCKOE OKPYXXeHWe U  KOMMOHEHT Vir-viewer, C MOMOLLbIO KOTOPOro

BbIMNOHAETCS NOAK/OYUEHME NO NPOTOKO/Y SPiCe K BUPTYabHOI MalLuHe NoNib3oBaTens.

3.2.5. MeHemkep BUpTyanusaumm (cuctema BUpTyanmnsaumm)

MeHefkep  BMpTya/siM3auMm — 370  Maclitabupyemas CUCTEMa  YMpaB/ieHUS
BUPTYyann3aumen. AQMUHUCTPATMBHOE YrpaB/ieHMe BO3MOXHO MPOV3BOANTL Yepe3 Bed-
NHTEpenc, NMbo Yepe3 BbI3OB yrnpasnsowmx KomaHa (API-uHTepdeiic). MeHemxep
BUPTyan3aumn ABndetca 3arpy>kaemoiM Mopynem sppa MK «CuHTe3M-Cepsep» U
OCcHoBaH Ha TexHonorun KVM (Kernel-based Virtual Machine).

OfiHa WX HECKO/IbKO BUPTYasibHbIX MalUWH 3anyCKalTCA Ha peasibHOM CepBepe
(rmnepsu3ope) C yCTaHOB/IEHHOM ornepawyoHHOA CUCTEMOW

MK «CuHTesM-KnueHt». Ona ynpasneHUs BUPTYaIbHbIMW MallUMHaMWU UCMOJb3yeTco
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Libvirt. XocT ¢ BupTya/bHbIMM MawnHamy W Libvirt B cucteMe € MeHemKepom
BUPTya/IN3aUMM  Ha3blBAeTCA «ynpaBnseMbld  y3en». Y3en coctout u3  Libvirt,
rmnepemsopa W roOCTeBbIX OMepauyoHHbLIX CUCTEM, KOTOpble 3arnylleHbl Ha 3TOM
runepsusope. Takmx y3/10B MOXET ObITb HECKO/ILKO.

AAMWHUCTPATUBHBIA Yy3e/ BK/IOYaeT B CBOM coctaB web management Ul —
MHTepenC nonb3oBaTtens, NOCTPOEHHbIN Ha 6a3e Apache cepsep ¥ Java. bnarogaps
TaKOMY PELUEHUIO YynpaB/ieHWe MOXeT OCYLLeCTBNATLCA MpPaKTUYecku C 1oboro
KOMMblOTEPa C rpauyecknum 6Gpay3epoM. BblumcnmTesnbHas yacTb MOCTPOEHa Ha Java,
KOTOpbIA B3aMmogeicTByeT ¢ Libvirt n gpyrumm komnoHeHTamu. Hanpumep, Ans
XpaHeHus Tekyllen wHpopmaumm wucnonb3yetca PostgreSQL. AAMUMHUCTPUPOBaHKE,
ayTEHTU(MKALMA N aBTOPMU3aLUS BbINMONHAKTCA C nomoLlbio IPA-cepBsepa, 4TOo 3alimLLaeT
CUCTEMY OT HeCaHKUMOHMPOBaHHOro goctyna. OfHOW M3 OCHOBHbIX BO3MOXHOCTEW
aIMVHUCTPATMBHOIO Yy3/1a SBNAETCA ropsynii NepeHoc BUPTYasIbHON MalUVHbl C OLHOMO
(hM3MYECKOro KoMNbOTepa Ha Apyroi 6e3 nepeboes B paboTe 1 NPakTUYECKN He3aMeTHO
AN nonb3osartens. AGMUHUCTPATMBHbIN Y3eN1 MOXKET BKOYaTb U XpaHuauwe iISCSI nnu
NFS, KOTOpoe TakXe MOXeT OblTb Pa3BEPHYTO Ha OTAEeNIbHOM KOMMblOTEpPe (XOCTe).

XpaHunuLLe opraHn3yeT BUPTYaslbHble AUCKN ANS BUPTYaslbHbIX MaLUVH.

3.2.6. 'mnepsu3op (cepsep BUpTyanmsayum)

CepBep BupTyasM3auum npeactaBnser coboi runepsusop Ha 6aze KVM, Ha
KOTOPOM MCMOMHATCA 00pa3bl BUPTYa/IbHbIX MaLLVH.

MMnepBu3op Ha 6a3e KVM paboTaeT noBepx 6a30BOi OnepauvoHHON CUCTEMBI,
KoTopas obecrneumBaeT CMy>Obl BMPTyasM3aummn, TakMe Kak MOoAAepXKKa YCTpoucTBa
BBOZa/BbIBOJA W YNpaBieHne NamaTbio.

[M'MnepBn3op Ha 6aze KVM no3BonseT co3gaBatb MHPPaCTPYKTYPY BUPTYan3aLmm
orepawmoHHOW CUCTEMBI, KVM noadepxmBaet  NaaTopMeHHO-3aBUCUMYIHO
BUPTYa/iM3aLmio Ha NpoLeccopax ¢ annapaTHbIMU pacLLUMpeHnaMn 4ns BUPTYyasin3aumu.

Mogayns KVM sBnseTcs COCTaBHOM YacTbio fpa ornepauroHHON CUCTEMbI.

B coctaB kaxgoro cepsepa BupTyanmsaumm Bxoamt VDSM — 310 AeMOH, KOTOpbIiA

TpebyeTca 4719 ynpaBfeHUA TOCTEBbIMM BUPTYasbHbIMU MawmHamu. LemoH VDSM
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ynpaBnfeT U KOHTPO/IMPYeT COCTOSAHME XOCTa, NaMATb U ceTb. Takxke ¢ nomowbio VDSM
BbINO/IHAETCA CO3faHVe BUPTYasSbHOW MalluHbl, U Apyrue 3agadn agMUHUCTPUPOBaHUA

X0CTa, cbopa CTaTUCTUKIN U XKYPHAasIOB.

3.2.7. Cnyxba egnHoro spemeHn NTPD

NTPD - 370 [eMOH OnepausoHHOW CUCTEMbI, KOTOPbIN YCTaHaB/MBaET W
NOALEPXXUBAET CUCTEMHOE BPEMS, CUHXPOHM3NPOBAHHOE C CepBepaMy TOUHOI0 BPEMEHN.

NTPD mcnonb3yeT ABa BapuaHTa XpaHeHUs (hainfioB KoOHUrypaumu:

MepBbliA BapUaHT - C eAMHbIM KOH(UIYPaLUMOHHBLIM (hainiom 4715 3anycka AemMoHa B
peXxunmMe cepeepa Un KnveHTa. B aToM cnydae daiin KoHpUrypauum obbI4HO HasbiBaeTCs
ntp.conf 1 pasmeLLaeTcs B AupeKTopmm /etc.

BTopoi1 BapmaHT pasmelleHns gaina koHurypaumm NTPD: /etc/ntp/ntpd.conf ans
femMoHa u /etc/ntp/ntp.conf ang knneHTa.

NTPD  BbINOAHAeT  06MeH  COOOLEHMSMM € OAHMM  WAKM  6Gonee
CKOH(MIypnpoBaHHbLIMY CepBepaMy Yepes OMNpefesieHHble KMHTepBasibl BpeMeHW. [lpu
cTapTe, B MepBblid, NGO NOCMeayroLMe pasbl, nporpaMme TpebyeTCcAa HECKOMbKO pas
0OMEHATLCA COOOLLEHMAMU C  BOSILLUMHCTBOM 3TMX CEpPBEpPOB, 4TOObI aNrOPUTMbI
00paboTKM CUTHaI0B M ONTUMM3aUMKM MOrM cobpaTb UM MOAFOTOBUTb [aHHblE W
YCTaHOBUTL Bpemsa. 1o ymonyaHuUO WHTepBan paBeH 64 cekyHAam, MO3ToMy And
YCTAHOBKMN BPEMEHN MOXET NoTpeboBaTbCA HECKO/bKO MUHYT. HauyanbHasd 3agepykka B
YCTaHOBKe 4acoB MOXXET ObITb YMEHbLLEHA MPW MCNO/b30BaHMM KTKOUYEBOro C/ioBa iburst ¢
KOH(UrypaLMoHHOM KOMaH/I0MN Server, Kak ornvMcaHo Ha CTpaHuLe.

Mo ymonyaHuto, NTPD paboTaeT B HENPepbIBHOM PEXMME, B KOTOPOM KadKAbIiA M3
HECKO/IbKMX BHELUHMX CEePBEPOB OMpalLMBaeTCA Yepe3 BPEMEHHbIE MPOMEXYTKMU,
onpefensemMble CMOXHbIM  3BPUCTUYECKMM  a/ITOPUTMOM,  YUUTHIBAIOLLMM  [DKATTEP
3a0epXKu ((KUTTep v Bapuaums 3afepXXKn — 310 pasinyme BO BPEMEHU MPOX0XAEHUA
B CETW NocnefoBaTe/lbHbIX MakeTOB OAHOr0 coefAuHeHus. Yem 60NblLUe [KATTEP, TEM
CuibHee OyfeT OT/MYaTbCA 3afepXKKa Mpu nepefade OLHOMO NakeTa OT 3a4ePXKKW Npw
MPOXOXAEHNUN ApYyroro. KATTep BO3HMKAET B CETU M3-3a OYepefleil U MapLupyTu3aLmm

MakeToB O/IHOrO CErMeHTa peun o pasHbIM MyTAM) U NOFPELLIHOCTb YacToThbl. OObIYHO, B
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OOMbLUMHCTBE OMEPaLMOHHbIX CUCTEM, Haya/bHbIi WHTEpBan paBeH 64 CeKyHAbl W

noLuaroso yesennumnsaetca Ao 1024 cekyH.

3.2.8. SSH-cepBep

SSH (ot aHrn. secure shell - 6e3onacHas 060/104Ka) 3TO0 HA6OP NPoOrpaMm, KOTopble
MO3BO/IAOT PErmcCTPUpPOBaTbCA Ha KOMMbIOTEPE MO CETW, YAAIEHHO BbIMOHATL Ha HEM
KOMaHAbl, a Takke KOnuMpoBaTb W nepemellaTb (haisibl Mexay KommnbroTepamu. SSH
opraHusyeT 3aliuLeHHoe 6e30nacHoe CoejMHeHre NOBepPX Hebe30nacHbIX KaHa/l0B CBA3N.

SSH npepocTaBngeT 3ameHbl TPagULMOHHBLIM r-KOMaHAam yaaleHHOro AocTtyna c
TEM OT/IMYMEM, YTO OHWM 06/1a4at0T MOBbILLEHHON 6e30MacHOCTbHO. OHW BbIMOHAKTCA
MoBepxX  3alMLLIEHHbIX 3alIMPPOBaHHbIX COEAMHEHWIA, KOTOpble He MO03BONSeT
npocnywmeatb WAM MOAMEHATL Tpaguk. Kpome TOro, SSH MoXeT o6ecrneynBartb
6e3onacHoe coefMHeHWe Ans nepedayn 0b0ro A4pyroro Tpaguka: Hanpumep, NOYTOBbLIX
CO00LLEeHMI nn (hainnos.

O6ecneyeHne 6e3onacHocT SSH gocTUraeTcs ¢ NOMOLLbHO:

* LUINpOBaAHNA COEANHEHWS;

* aBTOpM3aunn Ha cepsepe (kerberos, pam);

* ayTeHTU(UKauumn cepsepa (He NO3BOJIAET BbIMOMHUTL MNOAMEHY CEPBEPA);

* QYTEHTU(UKALNN KITNEHTE;

* MPOBEPKM LIENOCTHOCTW MAKETOB;

* BpEMEHHbIX MapaMeTpoB ayTeHTU(MKauMM (He nO3BONAKT BOCMO/b30BATHCA
COEAMHEHMEM B TOM C/lyyae, ecim CnycTs HEKOTOPOe BPemMs Moc/e rnepexsaTa OHO Bce-
Taku Obl/10 pacLngpoBaHo).

B SSH-coegnHeHWN y4acTBYHOT [BE CTOPOHbI: KnuveHT u cepsep. Cepsep SSH
peann3oBaH B BMAe nporpaMmbl ssh. Mporpamma ssh npefHasHayeHa 41 perucTpaumm Ha
y[aneHHOM XOCTe C MUCMO/b30BaHWe NPOTOKOA SSh U yAaNeHHOro BbINOIHEHNA KOMaHA.
Kpome Toro, ssh mno3BosifieT BbINOMHATL TYHHenuposaHue nto6biIX TCP-coegnHeHWi
BHyTpW ssh-kaHana (port forwarding). CtaHZapTHbIM MOPTOM, Ha KOTOPOM Ssh cepBep

0XXnaaeT coelMHeHWne, ABndeTca 22.
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3.2.9. Cnyxxba ynpas/fieHUs NMUTaHNEM

IPMI (ot aHrn. Intelligent Platform Management Interface) — UHTeNnneKTyaibHbIN
MHTEp(enc  ynpasneHuss  NNat@opmMoil,  NpeAHasHayeHHbIA AN aBTOHOMHOrO
MOHWUTOPWHIa 1 ynpasneHns PyHKLMAMN, BCTPOEHHBIMU HEMOCPEACTBEHHO B annapaTHoe
N MUKPOMPOrpamMmMHoe obecriedeHns cepBepHbIX naaTgopm. Apyrumu cnosamu, IPMI —
3TO CPefCTBO YNpaBfieHWs, KOTOpPOe peasM30BaHO He3aBMCMMO OT OCHOBHOIO
0bopyaoBaHMA cepBepa 1 06ecrneynBaeT ero BK/IKOUEHWE, BbIK/TOUEHWE 1 MepesarpysKy.

Appom CUCTEMbI  ynpaBneHus CepBEpPHOI nnatopmoit ABNAETCA
crneumanM3npoBaHHoe YCTPOMUCTBO — Baseboard Management Controller (BMC).

KoHTponnepel BMC gns cepBepHbIX MATEPUHCKUX MiaT NOAKNHYAKOTCA K HUM
yepe3 CUCTEMHbIN WHTepdeitc, HaseaHHbIM IPMB (Intelligent Platform Management
Bus/Bridge) van k apyrum koHTponnepam BMC uepes uHTepgeiic IPMC (Intelligent
Platform Management Chassis).

YnpaBeneHve CepBepHOM MnaTopMOon MPOUCXOAUT C MOMOLLbLIO Mogynsa Fence
Agent, KOTOpbIA MUCMOMb3ys [AaHHble U3 KOH(UrypauymoHHoro daina (IP-agpec, login,
password, Password Script, Authentication type, Use Lanplus) npou3soguT NoAKIOYEHNe
K BMC KOHTponnepy Ans npoBepKu COCTOSHUS CepBEPHOM MNaT(OPMbl M BbINOIHEHWS

[eCTBMIA NO BOCCTAHOB/EHUIO ee paboTOCNOCOOHOCTU: BK/IKOUEHWE, Mepe3arpyska.

3.2.10. Cny»xb6a nmeH

PyHKUMA gethostbyname() Bo3BpaLlaeT CTPyKTypy Tvna hostent MallnHe ¢ MMeHeM
name. B gaHHOM cnyyae name fBnseTcs MO0 MMEHeM MaluuHbl, nnbo agpecom IPv4 B
CTaHAApTHOM TOYeyHOW HoTauuwu, nNnéo agpecom IPv6 B HoTauum c gBoetouvem (u,
BO3MOXXHO, TOUYKOI) B KayecTse pasgenutens (CM. onucaHune agpecoB IPv6 B RFC 1884).
Ecnm name aBngsetca agpecom IPv4 wnm IPv6, TO NOWUCK He MNpPOM3BOAUTCA U
gethostbyname() npocto KonupyeT name B Mose h_name, a €ro 3KBMBAIEHT A/1A
CTPYKTYypbI struct in_addr konupyetca B none h_addr_list[O] Bo3Bpallaemoit CTPYKTypbl
hostent. Ecnm name He OKaHYMBaeTCH TOUKOWM W YCTaHOB/IEHA NEepeMeHHas OKPY>XeHWS
HOSTALIASES, 10 B (aiine, Ha KoTopbln YykasbiBaeT HOSTALIASES, 6yget
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npoussefeH nouck name (dopmat arina npueedeH B hostname(7)). Ecnn name He
OKaH4MBaeTCA TOUKOM, TO 6yAeT NPOM3BeeH NMOUCK B TEKYLLEM JOMEHE U ero POAUTENSIX.

dyHKums gethostbyaddr() Bo3BpalyaeT CTPYKTypy Tvna hostent ykasaHHOMY agpecy
MalnHbl addr, AnMHa KOTOporo pasHa len, a TMn agpeca paseH type. B AaHHbIA MOMEHT
TUMNOM afpeca MOXeT 6bITb TONIbKO AF_INET.

dyHKumaA sethostent() (ecnn 3HadeHWe stayopen UCTUHHO (1)) yKasblBaeT Ha TO, YTO
CoefiHeHHbI cokeT TCP fo/mkeH 6bITb MCNONb30BaH A/ OTMPaBKK 3arpocoB CepBepy
MMEH, a TaKKe Ha TO, YTO COefUHEHWEe [O/MKHO OCTaBaTbCs OTKPbITbIM BO BPeEMS
nocneayroLwmMx 3anpocos. B NpoTMBHOM cryyae 18 OTMPaBKM CepBepy MMEH 3arpocoB
OyayT ncnonb3osaTbCa gatarpammsl UDP.

dyHKums endhostent() 3akpbiBaeT coeanHeHne TCP ana 3anpoca cepsepa UMeH.

3anpocbl WMeEHW [O0MeHa, npoussoauMble (yHKumamMu gethostbyname() w
gethostbyaddr(), ncnonb3yoT KOMOMHaUMIO AaHHBLIX NHOOLIX UM BCEX CEPBEPOB WUMEH
named(8), 3anucu n3 taiina /etc/hosts 1 KOMGUHaLMIO AaHHbLIX CETEBOI MH(OPMALMOHHOM
cnyx6bl (NIS nnm YP) B 3aBMCMMOCTM OT nopsgka CTpok avna /etc/host.conf (cwm.
resolv+(8). Mo ymonyaHuio npomssoamTca onpoc named (8), 3atem /etc/hosts.

CtpykTypa hostent onpegeneHa B <netdb.h> cnegyrowmm obpasom:

struct hostent {

char *h_name; /* opuuymanbHoe UMA MawnHbl */
char **h_aliases; /* cnucok ncesgoHuMoB */
int h_addrtype; /* Tnn agpeca mawwuHel */
int h_length; /* anvHa agpeca */
char **h_addr_list; /* cnucok agpecoB */
by
#define h_addr h_addr_list[0] /* pnsa COBMECTUMOCTU C

npeasiaywmmm Bepcusimm >/

MonsmMu CTPYKTYpbI hostent saBnstoTCA:

h_name (ogmumnasibHoe NMa MaLLnHBbI);

h_aliases (oKaHYMBAIOLLMIACA HYNIEM MacCVB aNlbTEPHATUBHBLIX UMEH MaLLIVHBbI);
h_addrtype (Tun agpeca; B HactoAwee Bpems Bcerga AF_INET);

h_length (anvnHa agpeca B 6ariTax);
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h_addr_list (okaHuMBatOLLMIACA HYNEeM MacCUB CeTEBbIX aApecoB MallWHbl B
CeTeBOM Nopsiake 6anToB);
h_addr (nepsbii agpec B h_addr_list onpegeneH ans cOBMeCTMMOCTU C 60nee

paHHUMM BEPCUAMN).
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4. ONMMCAHNE SAOAYUN

4.1. 3afaum nporpaMmmbil

MK «CunHTe3M-CepBep» npegHasHaueH A1 BbINONHEHUS CNefyoLWmnX 3aaay:

- CO3[aHNa cpefbl BUpTyanmnsaumMm Ha 6ase AucTpmbyTmsBa Linux C OTKPbITbIM
MCXOAHbIM KOAOM C MCMO/Mb30BaHMeM TexHonorum KVM, nofaepxusaroLlein B KauecTse
rocteBbix onepaunoHHbIX cucteM MK «CuHTe3-KnneHT» 60412878.00052-01 13 cocTasa
30C «CunHTe3» Bepcusa 6.4, NMK «CuHTesM-KnmneHt» TACI.62.01.11.000.003 13 coctasa
30C «CuHTe3M», OC cemelrictea Windows 1 OC cemeiicTsa Linux;

- CO3/aHNs [JOBEPEHHOW Cpefbl BUPTYann3auum ¢ N3onaumein BUpTyabHbIX MalluH
Ha OCHOBe [AuCTpuOyTMBa Linux C OTKPbITbIM WMCXOLHbIM KOZOM C WCMO/b30BaHVEM
TexHonorum KMV,

- obecneyeHns  (PYHKLMOHMPOBAHUA  CPeACTB  KOH(MrypupoBaHWs  CETEBOro
B3aMMOAENCTBUA MeXAY BUPTYaSIbHbIMW MalMHaMn U U3NYECKUMIK CepBepamn 3a CyeT
npumeHeHns Linux Bridge n dunbTpos ebtables;

- NPefoCTaBeHNs KOHCO/IbHOIO A0CTyNa K BUPTYaslbHbIM MallnMHaMm MocpeacTBOM
npoTtokonos SPICE n VNG,

- nogkntoveHns USB- u audio-ycTpoiicTB nocpeactsom npotokona SPICE B
BUPTYa/IbHble MaLLVHbI C TOHKUX K/IMEHTOB M paboumx CTaHUMiA Nob30BaTenNs;

- nogkntoveHns PCI ycTpoiCTB B BUPTYasibHble MaLLWHBI;

- nogkntodeHns COM-NopToB B BUPTYa/IbHble MalLVHbI,

- NOAK/NHOYEHNS K CUCTEMaM XpaHeHUs AaHHbIX NOo cneayrowmmM npotokonam: NFS,
ISCSI, FC,

- (PYHKUMOHUPOBaHWA cepsepa ynpasneHus BM nog ynpasneHuem MK «CuHTesM-
CepBep» B BUPTYa/lbHOW MallMHE B PEXMME BbICOKON [OCTYMHOCTU MNOCPEACTBOM
TexHonoruu Self-Hosted Engine;

- NnoadepXKn Hactpamsaembix nocpeactsom [C  «CuHTeSM-AB» MexaHW3MOB
3aWmnTbl UHGopMaumn (MAEHTUUKAUUN 1 ayTeHTUUKaUUKN; pasrpaHUyYeHns LOCTYna,;

ynpae/ieHne KOH(UIypUpYeMbIM CeTeBbIM B3aMMOAENCTBMEM, PETUCTPaLMN U YYeTa;
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KOHTPONA LENOCTHOCTW; aHTUBMPYCHOW 3alMTbl; CaMOTECTUPOBAHWE KOMMOHEHTOB
MC3W; 3awmtbl oT HCL);

-NoAfep>XXKn  paboTbl  OnepauMoOHHOM  cucTeMbl € naketom  OpenSSL,
(PYHKLMOHMPYIOLLMM C NPUMEHEHNEM aNITOPUTMOB KPUMTOrpadryeckoro npeobpasoBaHus
FOCT 28147-89, TOCT 34.10-2012;

- MOAAEPXKKN PYHKLMKM aapa IPv4-mapLipyTmsaunm;

- 3aMycKa, OCTaHOBKW 1 OTCNEXMBaHWA 3arpy>XeHHOCTU CepBEPOB BUPTYannsauuu;

- 6aSIaHCUPOBKM Harpyskn Mexay CepBepaMy BUPTyanu3aumMmM C 06ecrneyeHmem
PaBHOMEpPHOro pacrnpefeneHns BUPTYa/ibHbIX MalUMH MeXay Cepeepamu BUpTyanusauum
M 3anycka HoBbIX BM Ha HanmeHee Harpy>KeHHbIX CepBepax BUPTyam3aunu;

- CO34aHNA U yaaNeHNs BUPTYasibHbIX MaLUVH;

~ 3arycKa, 0CTaHOBKM BUPTYa/IbHbIX MaLLWH;

- MUTpauMn BUPTYasIbHbIX MalnH C OAHOr0 (JM3MYeCcKOro cepeepa Ha Apyroin 6es3
NpekpaLLeHns paboTbl BUPTYasIbHOW MaLLWHBI M OCTAHOBKM CEPBUCOB;

~ CO3/aHuns 4Na BUPTYasibHbIX MalIMH PeXXUma BbICOKOM AOCTYMHOCTY;

-3arpy3kM  6e3MCKOBbIX TePMUHA/IOB  (TOHKMX  K/IMEHTOB)  MOCPEACTBOM
MCMoNb30BaHMA cpefbl 3arpy3kn PXE ¢ NOMOLLbIO CETEBOM KapTbl TOHKOTO K/IMEHTA;

~ (DYHKUMOHNPOBaHWA BE3AMCKOBLIX TEPMUHAIOB 1 BO3MOXHOCTU UX MOAK/IHOYEHUA
K cepsepam BupTyanmsaumm no npotokony SPICE ans obecneyeHns paboTbl KOHCOMbHbIX
Ceccuii B BUPTYaslbHbIX MaLLUMHaX;

- MOAAEPXKKN KiacTepusaunu;

- MOAAEPXKKN CUHXPOHM3ALUN C CEPBEPOM €4 MHOIO BPpEMEHN;

- nogaepxku taiinosbix cuctem (NTFS, Ext2, Ext3, Ext4, Xfs, Vfat (fat32));

- 0becneyeHus B3aMMOZENCTBUA c nporpaMmmHbIM obecneyeHveM,
(DYHKUMOHMPYIOLWMM Ha paboyelt cTaHumm nog ynpasneHvem MK «CuHTe3-KnneHT»
60412878.00052-01 mn3 coctaBa 30C «CuHTe3» Bepcua 6.4, MK «CnHTesM-KnneHT»
TACT1.62.01.11.000.002 n3 coctaBa 30C «CuHTE3M».
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5. BXOAHbIE N BbIXOAHbIE JAHHbIE

Tabnuua 4.1 BxofHble 1 BbixogHble faHHble MK «CuHTesM-Cepsep»

HavmeHoBaHue Moayns

HasHaueHvie Moayns

BXxogHble AaHHbIe

BbIXoaHble faHHble

VICTOYHMK [JaHHble
Ob6ecneyeHune Ethernet [paiisepa Ob6ecneyeHune
[paiiBepa ceTeBOro nHTepdeinca | paboTbl CETEBOM WHTEeiiC Anpo CeTeBOro paboTbl CETEBOWA
KapTbl NHTepgenca KapTbl
Ob6ecneyeHne Ob6ecneyeHne
YMopsi0YEHHOr0 YMOpsiL0YEHHOI0
XpaHeHUs JaHHbIX o XpaHeHUs JaHHbIX Ha
o . [pavsepa
[paiisepa (hainioBbIX CUCTEM Ha 6/104HOM Mpouecchl o 6/104HOM
< (hainIoBbIX CUCTEM o
YCTPOWCTBE, YCTPOWCTBE,
XXypHaMpoBaHus 1 XXypHaMpoBaHus n
MomncKa faHHbIX MomncKa fiaHHbIX
o Ob6ecneyeHne o Ob6ecneyeHne
[pansep ceteBoro Mogynu [pansep ceteBoro
CeTeBoro CeTeBoro
Mogynu mocTa o yrnpaB/ieHUsi CETbKO | MOCTa o
B3aUMOAENCTBIS B3aMMOAENCTBUS
Agpo | ynpasneHus
CeThIO YnpasneHune YnpasneHune
NetFilter/EbTables | ceTeBbIM NetFilter/EbTables | ceTeBbIM
B3aVMO/EeNCTBUEM B3aMMO/EeNCTBUEM
Ob6ecneyeHne Mpouecc
Chy»k6a annapartHoit paboTbl annapaTHOW | roCTEBOW
BUPTYanun3aumm no | BUPTyasbHOM
BUpTYanimsaunn KVM
TexHonoruu Intel- MaLUVHbI
VT
Ob6ecneyeHne Mpouecc
paboTbl annapaTHo rorz:TI:Bon Cryxoa Obecnevenme
Cny>k6a annapaTHoi o annapaTHoiA paboTbl annapaTHou
BUPTYa/M3aumMm No | BUPTYasibHOWN
BupTyanmsauum KVM BUPTYan3aLmm BUpTYann3aumm no
TexHonoruu Intel- MaLUVHbI
KVM TexHonoruu Intel-vT

VT
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BX0AHble AaHHbIe

BbIX0OfHble laHHble

HanmeHoBaHune Moayns Ha3HayeHve moayns
Ay Ay VICTOYHMK [JaHHble
ObecneyeHne O6ecneyeHne
paboThl C XKECTKNMM o paboThl C XKECTKNMM
[paiiBepa Mogynb paboTsl ¢
Mogynb paboTbl ¢ 6104YHBIMM AMcKamu o AMcKamu
o (hainnoBbIX 6104YHbIMK
ycTpourcTBamu MOAK/0HYaeMbIMU o MoAK/0YaeMbIMU
cucTem ycTpourcTBamu
cuctemamu CUCTEMaMW XpaHeHNA
XpaHeHWs AaHHbIX [aHHbIX
Ob6ecneyeHne Mogaynb Ob6ecneyeHne
Mogaynb MaH4ATHOrO KOHTPONA | KOHTPO/A Haf Mpotieccs! MaHaTHOro KOHTPONA Haj
SELinux CUCTEMHbIMM 4 KOHTpONS CUCTEMHbIMM
onepaumamu SELinux onepaumamu
daiin .pp
YnpaBsneHue
TpaHcnsumen
MeX,
Mogynu AY
[IDABNICHIS (n3nuyecknmm 1 | OnepaTrBHas Mogaynu ynpasneHus
?;al\ambro BUPTY&/IbHbIMW | MaMATb namMsaTbI0
O6ecneyeHne appecamv
SArOV3KI ornepaTunBHOIA
onem; VNOHHOWA navATH
3arpysunk OC Pau o Ob6ecneyeHne
TepMuHasbHbIN cepBep CUICTEMb! KOHGNrypayyoHHbIi 3arpysku
Ob6ecneyeHune GRUB thainn 3arpysunk OC o
onepauyoHHON
3arpysKu rno cetu /boot/grub/grub.cfg
CUCTEMBI
0bpasa ObecreyeHne
TEPMUHATIEHOTO CeTeBas KapTa 3arpysku no cetu
KNeHTa P TepMUHasIbHBbIN Py
TepMmuHansbHoro | DHCP 3anpoc cepBep obpasa
K/MeHTa TEePMUHA/IbHOTO
KNVeHTa
CeTeBas KapTa
TepMuHanbHoro | TFTP 3anpoc
Cuctema Buptyanusauum (MeHemxep YnpasneHue Cpefoin | KnveHTa
BUPTYyaM3aumm BUPTYyaM3aumm TepMUHabHBbIiA
Pty ) Pty . KIIIEI)EHT NFS 3anpoc
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HavmeHoBaHue Moayns

HasHaueHvie Moayns

BX0AHble AaHHbIe

BbIX0OfHble laHHble

VICTOYHMK [JaHHble
Cuctema
CuHTesM-YK | HTTP-3anpocs! BUPTYa/In3aLum YnpaBneHve cpeson
(MeHepxep BUPTYan3aumm
BUpPTYaM3aLnm)
basa flaHHbIX
MeHekepa SQL-3anpocsl
BM
Ob6ecneyeHne =
TepMUHaNbHbIN
paboThbl RestAPI-3anpochl
Cuctema Buptyanmsaunu (Mvnepsmsop) K/IMEHT
BUPTYa/IbHbIX
T Cucrema O6ecreyeHne
vdsm XML BUPTYan3aLmm paboThl
(Cnepsu3op) BUPTYa/IbHbIX MaLLUWH
MapameTpbl 3anycka
libvirt Cnyx6bl BM
(QEMU)
Cepsep Spice- | Cnyx6a BM
Ob6ecneyeHne ceccui (QEMU)
oTKaszoycTtoinumsoin | Obpas
o Ob6ecneyeHne
pabore BUPTYA/BHON 0TKa30yCTON4YMBOM
SelfHosted Engine BUPTYa/IbHOM MaLLWHbI Cuctema xpaHeHus . y o
SelfHosted Engine | paboTbl BUPTYasibHOW
MaLLVHbI MeHepKepa [aHHbIX
MalLLVHbI MeHeXepa
MeHe[xepa yrpaBneHuns [DaBIeHMs BM
ynpasneHns BM BM ynp
Cnyxba JlokanbHoe
Ob6ecneyeHue
eamHoro | ObecrieyeHne CepBep eagnHoro BpemMs Ha Cnyx6a ejMHoro CVHXDOHN3ALIN CepBep egnHoro
BPEMEHWN | CUHXPOHM3aLMN BPEMEHU BPEMEHU CUCTEMHbIX BpemeHn NTP P 4 BPEMEHU
BPEMEHMU
NTP yacax cepsepa
UDP naket B
KnneHT egmHoro (hopmare KnneHT egmHoro
BPEMEHU npoTOoKoNa BPEMEHU

NTP
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MPUNOXXEHUE A. ONMNCAHUE ®YHKLIA ANA BUBTMOTEKW LIBSELINUX

HasBaHvie yHKLMM

OnucaHne HasHayeHns

avc_add_callback

PyHKUMS perucTpupyet 06paboTunK CobbITUIA 6e30NMaCHOCTH

avc_audit

AyanT NpefocTaB/ieHNs UK 0TKa3a paspeLleHunin B
COOTBETCTBUW C NOMUTUKOW. ITa PYHKLMA 0ObIYHO BbI3bIBAETCS
avc_has_perm (3) nocne NpoBepKun paspeLLeHniA, HO TaKxXe
MOXeT ObITb Bbl3BaHa HEMOCPELCTBEHHO BbI3bIBAKOLLMMM
MeToZamu, KOTopble UCnosb3ytoT ave_has_perm_noaudit (3),
015 OTAENeHNs NPOBEPKM pa3peLLleHnii oT ayamTa. Hanpumep,
3TO pasfeneHne NosesHo, Koraa NpoBepKa paspeLleHnii Lo/mKHa
BbINOMIHATLCA NOZ 6/10KMPOBKOiA, YTOObLI MO3BO/INTL 6IOKMPOBKE
BbICBOOOANTLCA NPEX /e BbI30Ba ayamnTa Koja.

avc_av_stats

JlornpyeT cTaTUCTUKY Tabnuubl XXypHanoB. Peructpupyert
coo0LLeHMEe C MH(opMaLMel 0 pa3mepe 1 pacnpeaeneHnm
Tabnmubl BEKTOPOB A0CTyna. 15 neyatn coobLeHms
MCNONb3YEeTCH 06PaTHbLIN BbI30B ayAMTa.

avc_cache_stats

MonyyaeT Kew CTaTUCTMKM JOCTynNa. 3anosHsAeT npunaraemyto
CTPYKTYpPY MH(opMaumeii o gestenbHoctn AVC ¢ MOMeHTa
noc/ieHero Bbi3osa avce init (3) nam ave reset (3).

avc_cleanup

Y pansaet Hencnosnb3yemble 3anucu B Kawe AVC. Vet B
Tabnuue SID cTpykTypbl SID € HyNeBbIM KOMMYECTBOM CCbI/IOK
N yoansaeT nx BMeCTe co BceMu anemeHTamn AVC, KoTopble
CCbINAKTCA Ha HUX. STO MOXKHO UCMOL30BaTh A1
BbICBOOOXAEHWS MaMATH B CUCTEME.

avc_compute_create

Bbluncnset SID gnsa MapKMpoBKM HOBOr0 06bekTa. Bbi3biBaeT
cepsep 6e30MacHOCTM, YTOObI NOMYYNTb KOHTEKCT A/1F
MapKNPOBKM HOBOTO 06BEKTA.

avc_compute_member

Bbi3blBaeT cepBep 6€30MacHOCTU, YTOObI MOMYUYUTb KOHTEKCT
AN MapKUPOBKM 3K3emnspa 06beKTa.

avc_context_to_sid

Monyyaet SID ana KoHTeKcTa. [1pocMOTpUTE KOHTEKCT
6e3onacHocTu ctx B Tabnmue SID, co3aas HOBYHO 3anuch, eciu
CtX He HaligeH. XpaHUT yKasate/b Ha CTpyKTypy SID B namsTu,
Ha KOTOpPYHO ccbinaetcs sid, Bo3spalLas 0 npu ycnexe unm -1
npu oLwnbKe ¢ YCTaHOBKOW (psiara errno.

avc_context_to_sid_raw

MonyyaeT SID aNna KOHTeKCTa.

avc_destroy

OcBob60XaaeT Bce CTPYKTYpbl AVC. YHUUYTOXaEeT BCe
cTpyKTYypbl AVC 1 0CBOOOXKAAET BCHO BbIAENEHHYHO NaMSTb.
Y [iepxrBaemble Nonb3oBatenieM 6/10KMPOBKK, NaMATb U
06paTHbIe BbI30BbI ayauTa 6yayT COXpaHeHbl, HO 06paTHbIE
BbI30BbI COOLITUIA 6e30NacHOCTK He 6yayT. Bee SID 6yayT
aHHYNMpoBaHsbI. Nonb3oBaTenb 4O/MHKEH BbI3BaTh ave_init (3),
ecnu TpebyeTcs fanbHeliwee ncnonb3osaHne AVC.

avc_get_initial_sid

MonyuyaeT SID Ans NCXo4HOro naeHTudmkaTopa 6e30MacHOCTU
agpa. Ionyyaet KOHTEKCT A4S UCXOLHOT0 UAeHTUMMKaTopa
6e30MacHOCTM A4pa, yKazaHHOro No UMeHU, C MOMOLLbHO
security_get_initial_context (3), a 3aTeM BblI3blBaeT
avc_context_to_sid (3), 4To6bl NONYYNTb COOTBETCTBYHOLLNIA
naeHTUPMKaTop 6e30NacHOCTU.
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MpoBepsieT paspeLLeHns 1 BbINOMHAET /IH0O0M
COOTBETCTBYHOLWMI ayamnT. OcyLectsnseT 3anpoc AVC, 4Tobbl
onpeLennTb, MPefoCcTaB/IeHbl N 3anpallnBaeMble paspeLleHns
ana SID (ssid, tsid), HTepnpeTUpyeT paspeLleHns Ha OCHOBe
tclass v BbI30Be cepBepa 6e30MacHOCTM B MPOMYCKe KeLa,
4TO6bI MONTYUYNTHL HOBOE peLleHne 1 106aBUTb ero B KeLl.
avc_has_perm O6HoBnsieT aeref, uTO6bLI CCbINaThCs Ha 3anuck AVC ¢
MPUHATLIMW peLleHnaMu. AyauT npegocTaBneHns uam oTkasa B
paspeLleHnaX B COOTBETCTBMM C MONUTUKON. BosBpalyaeT 0,
€C/IM BCe 3anpoLUeHHble paspeLleHns NpeaocTasneHsl, -1 ¢
errno, yctaHossieHHbIM B EACCES, ecnun Kakue-nnéo
paspeLLeHns OTKIOHAKTCA UK K APYrOoMY 3HaYeHUo npu
LpYrux oLmbKax.

[MpoBepseT paspeLleHuns, HO He BbIMO/HAET ayauT. MNposepseT
AVC, 4T00bl OnpeaennTb, NPesocTaBneHbl N1 3anpallnBaemble
paspeLueHns ana napbl SID (ssid, tsid), nHTepnpeTauun
paspeLLeHmii Ha ocHoBe tclass 1 BbI30Be cepeepa 6e30MnacHOCTM
B MPONycKe Kewa, 414 NoMy4YeHNs HOBOIO PeLEHUS 1
f06aBneHns ero B Keww. O6HoBNseT aeref, UTOObI CCbINATHCA Ha
3anucb AVC ¢ NPUHATBIMW PELLEHUAMM 1 BO3BPALLAET KOMUI0
peLleHnii B avd. Bo3spatuaet 0, ecnin Bce 3anpatlnBaemble
paspeLleHns NpeaocTaBnaoTes, -1 C errno, yCTaHOB/IEHHbIM B
EACCES, ecnu pa3speLueHbl Kakne-nnbo paspeLleHns uam
[pYroe 3HayeHue rnpy BO3HUKHOBEHUN ApYrUX OLIMOOK. JTa
(hyHKLMSA 06bIYHO BbI3bIBaeTCA ave_has_perm (3), HO Takxe
MOXET 6bITb Bbl3BaHa HENOCPEACTBEHHO (CAMOCTOATE/bHO),
4TOObI OTAEINTL NPOBEPKY Pa3peLLEeHIin OT ayauTa, Hanpumep.
B Cny4asx, Korga 6/10KMpoBKa A0/MHKHA YAEPXKNBATLCA /14
MPOBEPKW, HO [IO/HKHA ObITb OCYLLIECTB/IEHA [/15 ayAMNTa.

avc_has_perm_noaudit

Vicnonb3yeT avc_open. NHnumanmsnpyet AVC.

avc_init VHnumanunsaums Kewa sektopa goctyna. Bosspat 0 npu ycnexe
1K -1 ¢ hnarom errno, YyCTaHOB/IEHHbLIM NP OLLIKOKE.
avc_netlink_acquire_fd Co3paet coket netlink n nogkntoyaeTcsa K a4py.
avc_netlink_check_nb Oxxunpaet coobuyeHus netlink 13 sapa.
avc_netlink_close 3akpbiBaeT cokeT netlink.
YcTtaHaBnmBaeT netlink coket fd. Mo3BonseT NpUNoXeHMto
avc_netlink_loop ynpaBnsTb cO06LLEHNAMM 13 cOKeTa netlink B cBoeM

COB6CTBEHHOM OCHOBHOM LNKIIE.

OcBoboxpaeT netlink coket fd. Bo3spataeT npaso

avc_netlink_open .
— - COOCTBEHHOCTU Ha COKeT netlink K 6ubnnoTeke.

avc_netlink_release fd MposepseT netlink cokeT A1 HOBbIX COOBLLEHWA.

Wuuupnanusmpyetr AVC. 31a (hyHKUMA naeHTUYHa ave_init (3),
32 UCK/IFOYEHMEM TOr0, YTO NPeqUKC COOBLLEHNSA YCTaHOBNEH Ha

avc_open
«avce», 1 nobble TpebyeMble 06paTHbIe BbI30BbI A0/HKHbI 6bITh
yKa3zaHbl Yyepes selinux_set callback (3).
OunwaeT Keww 1 copacbiBaeT CTaTUCTUKY. Y aNifeT BCe 3anumcu
ave reset 3 K3Lla 1 copacbIBaeT BCe CTAaTUCTUYECKME AaHHble 4OCTyna

(Bo3Bpawyaemble ave_cache_stats (3)) Ha HOMb. He BNMseT Ha
otobpaxeHue SID . Bo3spalaet 0 npu ycnexe, -1 ¢ pnarom
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€rrno, yCTaHOB/IEHHbLIM MPU OLLINOKEe.

avc_sid_stats

Cratnctuka Tabnmubl SID XypHana. 3anvcbiBaeT CO06LLEHME C
nHhopmaumei o pasmepe 1 pacnpeaeneHny Tabnuupl SID. Ans
BbIBOJA COOOLLIEHNSA UCMO/Ib3YETCA 0OPATHbIN BbI30B ayauTa.

avc_sid_to_context

MonyyaeT KON KOHTEKCTa, COOTBeTCTBYHOLero SID.
Bo3BpalyaeT KONuo KOHTEKCTa 6e30nacHoOCTH,
COOTBETCTBYHOLLLEr0 BXOLHOMY Sid B MamMsATW, Ha KOTOpPOe
CCbI/1AETCA CtX.

avc_sid_to_context_raw

MonyyaeT KONUKO KOHTEKCTa, COOTBeTCTBYHOLero SID.
Bo3BpalyaeT KONuo KOHTEKCTa 6e30MnacHoOCTH,
COOTBETCTBYHOLLLEr0 BXOLHOMY Sid B MaMsATH, Ha KOTOPOe
CCbI/1aETCA CtX.

checkPasswdAccess

WcnonbayiiTe selinux_check passwd_access (3) unu
npegnoyvtuTensHo selinux_check access (3). NposepbTe
paspeLleHme B Knacce passwd. Bosspalyaet 0, ecnu
npeaocTaBfieHo UK -1 B NPOTMBHOM ciyyae. [aHHas (hyHKUWS
ABNAETCA "'3ar1yLKOn".

context_free

OCBO60)K,£I,8.ET XpaHunuuie, NCrnonb3yemoe KOHTEKCTOM.

context_new

Bo3BpalljaeT HOBbI KOHTEKCT, NHWLMAIN3MPOBAHHBI CTPOKOVA
KOHTEKCTA.

context_range_get

MonyyaeT yKasaTeslb Ha AManasoH.

context_range_set

3aaeT KOMMOHEHT Auana3oHa. Bo3BpallaeT HeHyneBoe
3HAYeHVe, €C/IN OHO HE BbIMOHEHO.

context_role_get

Mony4aeT yKasaTesb Ha Posb.

context_role_set

YcTaHOBaeT KOMMOHEHT Ponu. Bo3BpalaeT HeHyeBoe
3HAYeHVe, €C/IN OHO HE BbIMOHEHO.

context_str

Bo3BpalllaeT yKasaTe/lb Ha CTPOKOBOE 3HaueHue context _t.
[eicTBUTENEH [10 CNefyHOLLEro Bbi30Ba context_str unw
context_free ns 0HOro 1 TOro Xe context t*,

context_type get

lNonyyaeT yKasartesb Ha Tun.

context_type_set

YCTaHaBMBAET TN KOMMOHeHTa. Bo3BpallaeT HeHyneBoe
3HaYeHMe, EC/IM OHO He BbIMOHEHO.

context_user_get

MonyyaeT yKasaTe/lb Ha No/b30BaTeNs.

context_user_set

YCTaHaBMBAET N0/b30BaTebCKUI KOMMOHEHT. Bo3BpaLlaeT
HEHY/IEBOE 3HAYEHNE, eC/IN OHO HE BbIMO/HEHO.

fgetfilecon

Wrapper ans xattr API. Mony4yaeT KOHTEKCT (arina n
yCTaHaBNMBaET A/ HEro *con. Bbi3biBatoLWMiA METO/, JO/MKEH
0cBO60OXaTbCS Yepes freecon.

fgetfilecon_raw

O6epTka gns xattr API. MonyyaeT KOHTEKCT (havina n
yCTaHaBNMBaET AJ1 HEro *con. Bbi3bIBatOLLMIA METOS, AO/MKEH
0CcBO6OXaaTbCA Yepes freecon.

fini_selinuxmnt

Ounwaet nepeMeHHyt0 selinuxmnt n ocBoboXaaeT
BblJENIEHHYIO NaMATb.

freecon

OcBo60XaaeT NamAThb, BblJeNIEHHYIO [/19 KOHTEKCTa /IF00bIM
BbI30OBOM get *.

freeconary

OcB06OXKAAET NamsTh, BblAENEHHYIO 419 MacCUBa KOHTEKCTa, C
NOMOLLIbIO Security compute user (3).
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fsetfilecon

O6epTka Ana API xattr - YcTaHaBIMBaeT KOHTEKCT (haiina.

fsetfilecon_raw

O6epTka ana API xattr - YcTaHaBIMBaeT KOHTEKCT (haiina.

MonyyaeT TeKYLLMIA KOHTEKCT W yCTaHaBMBAET AN NapameTpa

getcon *COoN CCbINIKY Ha Hero. Bbi3biBatoLwmiA METOL LO/MKeEH
0cB060ANTL Yepes freecon (3).
MonyyaeT TeKYLMIA KOHTEKCT 1 yCTaHaBNMBaET /19 NapaMeTpa
getcon_raw *COoN CCbINKY Ha Hero. Bbi3biBatoLwmiA METOL LO/MKeH

0cB060ANTL Yepes freecon (3).

get_default_context

[MonyyaeT KOHTEKCT 6e30MacHOCTM MO YMO/YaHUIO AJ19 ceaHca
Nnosb30BaTeNs 41 «nob30BaTens», MOPoXKAeHHOro «fromcony,
1 YCTaHaB/IMBAET AJ1 HEr0 *Newcon, YToObl CCbIIAaTbCA Ha Hero.
KOHTeKCT 6yAeT OAHUM M3 MOTHOMOYMIA, pa3peLleHHbIX
MOSIMTUKOM, HO BbIBGOP 3HAYEHUS MO YMOYAHUIO 3aBUCUT OT
Nosb30BaTe/IbCKMX HacTpoek. Ecnm 'fromcon’ pasHo NULL, no
YMONYaHWIO UCMNO/b3YeTCs TEKYLLMIA KOHTEKCT. Bo3spatuaet 0
npu ycnexe uam -1 B NPOTUBHOM C/lyyae. Bbi3biBatoLuii MeTos,
[O/MKeH 0CBOBOXAaTbCA Yepes freecon.

get_default_context_with_level

To xe, uTo 1 get_default_context (3), HO cnonb3yeTcs
npefoCTaBNeHHbI ypoBeHb MLS, a He ypoBeHb N0 yMOMYaHUIO
[N NONb30BaTeNs.

get_default_context_with_role

To xe, uto 1 get_default_context (3), HO BO3BpaLLaeTCs TONbKO
KOHTEKCT C YKa3aHHOW PosbHo.

get_default_context_with_rolelevel

To xe, uto 1 get_default_context (3), HO BO3BpaLLaeTCcs TONbKO
KOHTEKCT C YKa3aHHOM PO/bio U YPOBHEM.

get_default_type

MMonyyaeT TMN MO YMONYaHWMO (LOMEH) A4/ «PONU» U
yCTaHaBNMBaET ANl HEr0 «TUMN». Bbi3blBatOLLMI METOA A0/HKEH
ocBoboxaaTbes Yepes free(3). BosspalyaeT 0 npu ycnexe nnm -
1 B NpOTUBHOM C/lyyae.

getexeccon

Mony4yaeT KOHTEKCT exec U yCTaHaBMBAET *Ccon AN CCbIIKM Ha
Hero. YctaHasnmeaeT *con B NULL, ecnu He 3aaH KOHTEKCT
eXec, T. €. UICNOJIb3YETCA 3HAYEHWNE N0 YMOJTHaHUIO.

getexeccon_raw

MonyyaeT KOHTEKCT exec U yCTaHaB/IMBaeT *con N5 CCbIIKN Ha
Hero. YcTaHasnmsaeT *con B NULL, ecnn He 3aaaH KOHTEKCT
exec, T. €. UICMNO0/b3yeTca 3HA4YEHWE N0 YMONYAHUIO.

getfilecon

Wrapper ans xattr API. Mony4yaeT KOHTEKCT (harina n
yCTaHaBNMBaEeT *con ANs CCbINKM Ha Hero. Bbi3biBatoLmii MeToq,
[IO/MKEH 0cBObOXaaTbCs vepes freecon (3).

getfilecon_raw

Wrapper gns xattr API. IMonyyaeT KOHTeKCT haiina n
yCTaHaBNMBaEeT *con AN CCbINIKM Ha Hero. Bbi3blBatoLLniA METOS,
[O/MKEH 0cBOBOXaaTLCA Yepes freecon (3).

getfscreatecon

Mony4yaeT KOHTeKCT fscreate 1 ycTaHaBMBaeT *con A/18 CCbINKN
Ha Hero. YctaHasnmBaeT *con B NULL, ecnu fs He co3gasarn
KOHTEKCT, T. €. UCMNO0/b3YeTCs Mo YMOTHAHWIO.

getfscre atecon_raw

MonyyaeT KOHTeKCT fscreate 1 ycTaHaB/MBaeT *con A/11 CCbINKN
Ha Hero. YctaHasnmBaeT *con B NULL, ecnu fs He co3gasarn
KOHTEKCT, T. €. UICMNO0/b3YeTCA N0 YMO/IYaHUIO.

getkeycreatecon

Mony4yaeT KOHTEKCT keycreate 1 ycTaHaB/IMBaeT *con Ans
CCbINIKM Ha Hero. YcTaHasnmBaeT *con B NULL, ecnu He 3aaaH
KOHTEKCT CO3JaHNA K/Ya, T. €. UCMOJb3YeTCA 3HaYeHNe Nno
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YMON4aHuto.

Mony4yaeT KOHTEKCT keycreate 1 ycTaHaB/IMBaeT *con AN
CCbINIKM Ha Hero. YcTaHasnmBaeT *con B NULL, ecnu He 3agaH
KOHTEKCT CO34aHuA K/oYa, T. €. UCMOoJb3YeTCA 3HaYeHue no
YMO/IHaHUIO.

getkeycreatecon_raw

Mony4aeT ynopsfoYeHHbI CNUCOK pa3peLLleHHbIX KOHTEKCTOB
6e30MacHOCTM [/15 ceaHca Nob30BaTeNs U ycTaHaB/IMBaeT
*conary A/1 CCbI/IKM Ha HA60P KOHTEKCTOB C 3aBepLUatoLL UM
penctenem NULL. Kaxaas 3anucb B CNncKe 6yaeT paspeLleHa
get_ordered_context_list MOSIMTUKOM, HO 3anunCb 3aBUCUT OT NOJIb30BATENIbCKNX HACTPOEK.
BosBpaLLiaeT KonmMyecTBo 3anuceii B *conary. Ecnv 'fromcon’
paBHO NULL, N0 ymon4aHMIO NCNOMb3YeTCst TEKYLLNIA
KOHTEKCT. BbI3bIBatOLLMIA METOZ [AO/HKEH 0CBOOOXAATLCS Yepes
freeconary(3).

Toxe, 4To 1 get_ordered_context_list (3), HO ncnonb3yeTcs
get_ordered_context_list with_level | npegocTaBneHHbI ypoBeHb MLS, a He YPOBEHb MO YMONYaHNIO
[N19 N0/1b30BaTess.

Wrapper ans coketa API. MonyyaeT KOHTEKCT OAHOPaHI 0BOW
CeTW W yCcTaHaB/MBaeT 4714 NapamMeTpa *con CCbIIKY Ha Hero.
BbI3biBatoLLMin METOA AOMHKEH 0CBO6OXAaTbCA Yepes freecon

).

getpeercon

Wrapper ans coketa API. INonyyaeT KOHTEKCT OAHOPAHI 0BOWA
CeTW W yCcTaHaB/MBaeT 4714 NapamMeTpa *con CCbIIKY Ha Hero.
BbI3biBatoLLMIn METOA JOMKEH 0CBOGOXKAaTbCA Yepes freecon

3).

getpeercon_raw

MonyyaeT KOHTEKCT npouecca, AEHTUMNLMPOBaHHBIW pid, 1
getpidcon yCTaHaBNMBaeT *Con AN1s CCbIIKM Ha HEro. Bbi3biBatoLLMiA
MeTO/ AO/MKEH 0CBO6OXAaTLCA Yepes freecon (3).

MonyyaeT KOHTEKCT npouecca, NAeHTUMNLMPOBaHHbIN pid, 1
getpidcon_raw yCTaHaBNMBaeT *Con A5 CCbIIKM Ha HEro. Bbi3biBatoLLMiA
MEeTO/ AO/MKEH 0CBO6OXAaTLCA Yepes freecon (3).

MonyyaeT NpeabILYLLMIA KOHTEKCT (40 NOCNeAHero exec) 1
getprevcon yCTaHaBMBaET *Ccon AN CCbINIKMA Ha Hero. 3BOHALLMIA [JO/MKEH
0cB0o60anTL Yepes freecon (3).

MonyyaeT npeablayLniA KOHTEKCT ([0 NOCNeAHEro eXeC) n
getprevcon_raw yCTaHaBNMBaET *Ccon ANS CCbINKM Ha Hero. 3BOHALLMIA JO/MKEH
0cB060ANTL Yepes freecon (3).

MonyyaeT MsA Nonb3oBatens n yposeHb SELinux ans
MCNONb30BaHNA Linux aHHOr0 MMEHN 1 CNYX6bl. ITK
3HaYeHMs 3aTeM MOryT ObITb NepesaHbl B (hYHKLUN
getseuser get_ordered_context_list* n get_default_context* ans
noslydyeHusi KOHTeKCTa nosb3osaresnis. Bosspaluaet 0 npu
ycriexe unu -1 B NPOTUBHOM c/lyyae. Bbi3blBatoLLmii MeTog,
[O/MKEH 0CBOBOAMTL BO3BPALLEHHbIE CTPOKM Yepes free(3).

MonyyaeT nMs Nonb3oBartens n yposeHb SELiInuUX ans
1CMo/b30BaHNA Linux aHHOro MMeHW Nnosb3oBartens . ITn
3HaYeHusa 3aTeM MOryT ObITb NepefaHbl B (YHKLUN
get_ordered_context_list* n get_default_context* gns
Mosly4YeHns KOHTEKCTa Nnosb3osaTens. Bo3spataet 0 npu
ycriexe unm -1 B NpOTUBHOM c/lyyae. Bbi3bIBatoLLMIA METOS,

getseuserbyname
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[O/MKeH 0cBOBOAMTL BO3BpALLEHHbIE CTPOKYM Yepes free(3).

getsockcreatecon

MonyyaeT KOHTEKCT sockcreate 1 ycTaHaBniMBaeT *con ans
CCbI/IKN Ha Hero. YcTaHasnmeaeT *con B NULL, ecnu He 3aaaH
KOHTEKCT COKETa, T. . UCNO/b3yeTca N0 YMoN4YaHuio. Ecnim He
NULL, BbI3biBaroLLMil METOA AOMKEH OCBOOOANTLCA Yepes
freecon(3).

getsockcreatecon_raw

MonyyaeT KOHTeKCT sockcreate 1 ycTaHaBMBaeT *con A/is
CCbI/IKN Ha Hero. ¥YcTaHasnmaaeT *con B NULL, ecnu He 3agaH
KOHTEKCT COKETAa, T. €. UCNO/b3yeTca N0 YyMoN4YaHuio. Ecnim He
NULL, BbI3biBaroLLMit METOA AOMKEH OCBOOOANTLCA Yepes
freecon(3).

_init (ecnu _initselinuxmnt - To BOT)

[lns 3TOro ecTb CNpaBoYHas CTpaHMLa, O4HaKO OHa He AB/AETCA
[OCTYIMHOW NoMb30BaTeNt0 PYHKUMEN (TONbKO AN BHYTPEHHEro
NCMOo/b30BaHNA - X0TA AocTyn K fini_selinuxmnt goctyneH).

IS_context_customizable

Bo3BpallaeT, HacTPavBaeTCs /I KOHTEKCT (haiina,  ero Henb3s
nepeMapK1MpoBaThb.

is_selinux_enabled

Bo3sBpalyaeT 1, ecnu BbinonHAeTca B Aape SELinux, unm 0, ecnn
HET, UK -1 B C/ly4ae OLINGKMN.

is_selinux_mls_enabled

Bo3sBpalyaeT 1, ecnv Mbl pabotaem Ha agpe SELinux MLS, nnu
0 B NpOTMBHOM C/yyae.

Igetfilecon

Wrapper ans xattr API. IMonyyaeT KOHTeKCT haiina n
yCTaHaBNMBaET AJ1 HEro *con. Bbi3biBatoLLMIA METOS, fO/MKEH
ocBo6oanThLCS Yepes freecon (3).

Igetfilecon_raw

Wrapper gns xattr API. Monyyaet KOHTeKCT haiina n
yCTaHaBNMBaET AJ1 HEro *con. Bbi3biBatOLLMIA METOZ, AO/MKEH
ocBo6oanTbLCS Yepes freecon (3).

Isetfilecon

Wrapper gns xattr API. Y cTaHaBnvMBaeT KOHTEKCT (haiina A
CYIMBOJIMYECKON CCbIIKM.

Isetfilecon_raw

Wrapper gns xattr API. Y cTaHaBnMBaeT KOHTEKCT (haiina A
CYIMBOJIMYECKON CCbINIKM.

manual_user_enter_context

Pa3peLuaeT nosib30BaTesto BPYYHYH BBOAUTb KOHTEKCT B
KayeCTBe pe3epBa, ec/im CNNCOK pas3peLLeHHbIX KOHTEKCTOB He
MOXET ObITb NO/yYeH. BbI3blBatOLLMiIA METOS, [O/KEH
ocBoboanTbes vepes freecon (3). Bo3sspawaeT O npu ycnexe uam
-1 B NPOTUBHOM C/y4ae.

matchmediacon

CoBmeLaeT yKa3aHHbI HOCUTENb U KOHUIYpaL M0 KOHTEKCTA
MynbTUMEAMA U YCTaHaBMBAET *con A1 CCbIIKM Ha UTOrOBbIiA
KOHTEKCT. BbI3bIBaloLWMin METOA, AO/MHKEH 0CBOOOXKAATbCA Yepes
freecon.

matchpathcon

CorocTaB/isfieT YKa3aHHbIN MyTb 1 PEXMM C HACTPONKOM
KOHTeKCTa (haiinia 1 ycTaHaB/IMBAET *con AN CCbIIKU Ha
PE3YNbTUPYIOLLNIA KOHTEKCT. «mode» MOXET ObITb 0, UTOObI
OTK/IOUUTb COOTBETCTBME PEXMMA. BbI3blBatoLLMil METOS,
[lO/MKeH ocBoboXaaTbes vepes freecon. Ecnv matchpathcon_init
(3) eLe He 6bIn BbI3BaH, 3Ta PYHKLMA BbI3OBET €r0 Npun NnepBomM
BbizoBe ¢ NULL-nytem.

matchpathcon_checkmatches

MpoBepsieT, He COOTBETCTBYHOT N KaKue-n16o crneuugukaLmm u
COOGLLEHNSIM O HUX. «Str» UCMONb3YeTCA KaK NpednKe Ans
N06bIX NPeAyNPeXxXaakoLLIMX COOBLLEHUIA.
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matchpathcon_filespec_add

Mofaep>K1BaeT CBA3b MeXAY MHAEKCOM U MHAEKCOM
cneumpuKaLmn 1 NpoBepseT, CBA3aHa I KOHPINKTYIOLan
cneummrKaums ¢ Tem xe inode (Hanpumep, U3-3a HECKONbKMX
YKECTKMX CCbINIOK). ECn 3TO Tak, UCMONb3YiTe NOCNELHIO0 U3
[BYX crieumukaumii Ha OCHOBE MX NMopsaKa B KOH(UIypawum
KOHTeKcTa (haitia. Bo3BpalLaeT UCrosb30BaHHbIN MHAEKC
cneumpurKaumn,

matchpathcon_filespec_destroy

YHUYTOXAET BCe accouumaLmm inode, KoTopble Obln A06aBNEHI,
Hanpumep, Ans Nepesarpysku HoBoli (halinoBoli CUCTEMBI.

matchpathcon_filespec_eval

OTobpaxkaeT CTaTUCTUKY UCMOb30BaHNSA X3LW-TabnLbl Ans
accoumaumi.

matchpathcon_fini

OcBoboXaaeT NamsThb, BblgeNeHHYt0 matchpathcon_init.

matchpathcon_index

To e, yto 1 matchpathcon(3), Ho Bo3BpaLLaeT UHAEKC
cneyuguKalnm 4ns nocnefyroLlero NCnonb30BaHNs B BbI30BE
matchpathcon filespec add(3).

matchpathcon_init

3arpy>kaet KOH(hUrypauuto KoHTeKcTa haiina, ykasaHHyH B
«path» B namaTu, 4ns UCrosib30BaHNA NocieayroLmmm
BbI30BaMK matchpathcon. Ecnu «path» paBeH NULL, 3arpy»xaet
KOH(Mrypawumnio KOHTEKCTa aKTUBHOTO haiina, TO ecTb MyTb,
Bo3BpalLaembliii selinux_file_context path (3). Ecnm dnar
MATCHPATHCON_BASEONLY He ycTaHOB/EH, 3Ta
(hyHKUMA TaKKe npoBepseT hainn «path».homedirs n aiin
«path».local 1 3arpy»aet 4ONoNHUTENbHbIE CNeLnprKaLumn 13
HWX, €CNI OHU ECTb.

matchpathcon_init_prefix

To e, 4To 1 matchpathcon init (3), HO 3arpy>kaeT T0/1bKO
3armcK ¢ perynspHbIM BblpaXKeHNEM, KOTOPble MMEHOT BETKM
KOTOpbIE ABNAOTCA Npeginkcamm «prefix».

mode_to_security_class

MepeBoanT mode_t B MMS CTPOKM Kiacca 6e30nacHOCTH
(Hanpumep, S ISREG = "file").

print_access_vector

OTO6paXXaeT BEKTOP 40CTYNa B CTPOUHOM NpeacTaB/eHNM.

query_user_context

YunTbIBas CNMUCOK pa3peLleHHbIX KOHTEKCTOB 6e30MacHOCTH Ans
nonb30BaTesNs, 3anpallneaeT BbIGOP NOb30BaTENSA U
yCTaHaB/IMBaET 415 HEro *newcon. Bbi3biBatOLWMIA METOL
[omKeH ocBoboanTbes vepes freecon (3). BosspataeT 0 B
c/yyae sucess uny -1 B 06paTHOM C/ly4ae.

realpath_not_final

Pe3speLuaeT BCe CMMBO/IMYECKME CCbITKA U OTHOCUTENbHbIE
4acTu MMeHN NyTn, Ho HE nocnegHMii KOMMNOHEHT (TOT XKe
camblii realpath (3), ecni KOHEYHbIV KOMMOHEHT He SIBNSETCS
CUMBO/IMYECKOI CCbINKOM. ATOroBbIM MyTEM AO/MKEH ObITb NYTb
pasmepom PATH MAX + 1.

rpm_execcon

BbINOMHSAET BCNOMOraTe/IbHYH0 ornepauuio Ans rpm B
COOTBETCTBYIOLLIEM KOHTEKCTE 6E30MacHOCTY.

security_av_perm_to_string

Mpeo6pa3oBbiBaeT PaspeLleHns Ha 4oCTYN K MMeHaM CTPOK.

security_av_string

BosBpalyaeT BeKTOP AOCTYyNa B CTPOYHOM MPeLCTaBeEHNN.
Monb3oBatesb JO/HKEH 0CBOOOAWTL BO3BPALLAEMYHO CTPOKY
yepes free(3).

security_canonicalize_context

KaHOoHM3MpyeT KOHTEKCT 6e3onacHOCTM. Bo3BpalllaeT yKasaTte/lb
Ha KaHOHMYeCKYH (OCHOBHYHO) (hOpMY KOHTEKCTa 6e30nacHOCTY
B Canoncon, KOTOPbIA MCNOMb3YET AP0, a He TO, YTO
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npeaocTaBAdeTCa NPUIOXKEHWUEM TMPUNOXKEHUA USErpace B CoN.

security_canonicalize_context_raw

KaHOoHM3MpyeT (CoXpaHsAeT) KOHTEKCT 6e30NacHOCTMU.
Bo3BpalyaeT ykasate/ib Ha KAHOHUYECKY (OCHOBHYHO) (hopMy
KOHTeKcTa 6e30MacHOCTI B Canoncon, KOTOPbI UCMONb3YeT
A4p0, a He TO, YTO NPeLOCTaB/IAETCA MO/b30BATE/TbCKUM
MPUIOXKEHNEM B CON.

security_check_context

MpoBepsieT BaIMAHOCTb KOHTEKCTA 6€30MacHOCTY.

security_check_context_raw

MpoBepsieT BaIMHOCTb KOHTEKCTA 6€30MacHOCTY.

security_class_to_string

I'Ipeo6pa3y6T 3HayeHuWs Knacca 6e30MacHOCTM B MMeHa CTPOK.

security_commit_booleans

IMprMeHseT 3HaYeHUA NOrMYecKUX napameTpoB

security_compute_av

BbluMCsieT peLleHre 0 ocTyre. 3anpalluvBaeT, pa3peLlaeT
MOMUTIKA IOCTYMOB MCXOAHbIA KOHTEKCTHbIV Scon Ans gocTyna
K LIeNIeBOMY KOHTEKCTY tcon yepes Knacc tclass ¢ 3anpoLueHHbIM
BEKTOPOM f10CTYyra. PellieHne Bo3BpallaeTcs B avd.

security_compute_av_flags

BbluncnseT pelleHne 4OCTYMNa U BO3BpaLLaeT giaru.
3anpalumBaeT, paspeLuaeT v NoAMTUKa AOCTYrMbl UCXOAHOIO0
KOHTEKCTa SCoN K Lie/IeBOMY KOHTEKCTY tcon yepes Knacc tclass ¢
BEKTOPOM 3arnpoLUeHHOro focTyna. PelleHre Bo3BpaLlaeTcs B
avd. KOTOpbI MMeeT AOMONHUTENbLHLIN thnar. B HacTosLLee
BPEMS eJMHCTBEHHbIM OrnpegenseMbIM (haroM SBSeTCS
SELINUX_AVD_FLAGS_PERMISSIVE, KoTOpbIi1 yKa3bIBaeT,
4TO peLleHe ObII0 BbIYMC/IEHO B pa3peLuaroLlem goMeHe (To
eCTb, 3bIK pa3peLlatoLLen MONUTUKI BblNl UCMO/b30BaH B
NoNMTMKe nnmn cemaHare(8), KOTOPbIA MCNOMb30BasCA A1
YCTaHOBKM [JOMEHa B paspeLuatoLleM pexxmme). Obpatute
BHMMaHMe, YTO 3TO He 03HavaeT, 4To SELinux paboTaeT B
paspeLuaroLLEeM pexmnme, a To/IbKO B JOMEHE SCON.

security_compute_av_flags_raw

BbluncnseT pelleHne gocTyna 1 Bo3BpaLLaeT hiaru.
3anpalumBaeT, paspeLLaeT v NoamMTUKa AOCTYrMbl ICXOLHOTO
KOHTEKCTa SCoN K Lie/IeBOMY KOHTEKCTY tcon yepes Knacc tclass ¢
BEKTOPOM 3amnpoLUeHHOro focTyna. PelleHve Bo3BpaLiaeTcs B
avd. KOTOpbI MMeeT JOMONHNTENbHLIN (hnar. B HacTosLLee
BPeMS eIMHCTBEHHbIM OMpefenisieMbIM (h1iarom ABseTcs
SELINUX_AVD_FLAGS_PERMISSIVE, KoTOpbIi1 yKa3bIBaeT,
YTO peLLeHue BbIN0 BbIYMC/IEHO B paspeLLaroLLemM fJOMeHe (To
eCTb, S13bIK pa3peLlatoLLen MONMTUKI BblNl UCMO/b30BaH B
NoNNTUKe nn cemaHare(8), KOTopbI KCNOb30BasICA AN
YCTaHOBKM [JOMEHa B paspeLuatoLlemM pexxmme). Obpatute
BHVMMaHWe, YTO 3TO He 03Ha4aeT, 4yto SELinux paboTtaet B
paspeLatoLLEeM peXxxMme, TOIbKO B JOMEHE SCON.

security_compute_av_raw

BbIunCnseT peLleHne o A0CTyne. 3anpallyBaeT, paspeLuaeT fin
MOMMTMKA JOCTYNOB NCXOAHbI KOHTEKCTHbIN Scon Ans AocTyna
K LIeNeBOMY KOHTEKCTY tcon yepes Knacc tclass ¢ 3anpoLueHHbIM
BEKTOPOM [10CTYna. PellieHne Bo3BpaLlaeTcs B avd.

security_compute_create

BbluncnseT pelueHve 415 MapKUPOBKY 1 yCTaHaBNMBaeT
*newcon A/19 CCbIIKN Ha Hero. BbI3bIBatOLLMIA METOL AO/IKEH
0CcBO6OXaaTbCs Yepes freecon(3).
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security_compute_create_name

PyHKLMA naeHTUYHa security_compute_create(3), HO Takxe
NPUHMMAET MMS HOBOIO 06bEKTa NPV CO34aHUN B Ka4ecTBe
aprymeHTa. Korga npasuno [#5.7.6.type_transition |outline
type_transition] </tt> gnga gaHHoro knacca, a napa scon/tcon
MMeeT pacLLMpeHne UMeHn 06beKTa, newcon byaet
BO3BpaLLaThbCs B COOTBETCTBMM C NONUTUKON. ObpaTute
BHMMaHWe, YTO 3TOT NHTePENC NOLAEPXKMBAETCA TO/bKO Ha
aapax 2.6.40 nnm Hosee. 14 cTapbIxX a4ep UMs 06bekTa
NrHOPYPYeTCS.

security_compute_create_name_raw

PyHKLMA naeHTUYHa security_compute_create(3), HO Takxe
NPUHMMAET MMS HOBOIO 06bEKTA NPV CO34aHUN B Ka4ecTBe
aprymeHTa. Korga npasuno [#5.7.6.type_transition |outline
type_transition] </tt> gnsa gaHHoro knacca, a napa scon/tcon
MMeeT pacLUMpeHne UMeHn 06beKTa, newcon byaet
BO3BpaLLaTbCs B COOTBETCTBMM C NONUTUKON. ObpaTute
BHVMMaHWe, YTO 3TOT MHTePMEIC NOAAEPKNBAETCA TONMbKO Ha
Aapax 2.6.40 vy Hosee. [N CTapbIX A4ep UM 06beKTa
NrHOPUPYETCS.

security_compute_create_raw

BbluncnseTt pelleHne 415 MapKUpPOBKM U yCTaHaBMBaET
*Newcon 15 CCbINIKMA Ha Hero. Bbi3biBatoWmiA METOL LO/MKEH
0cB060XAaTbCs Yepes freecon(3).

security_compute_member

BbluncnseT peweHne ans yneHa polyinstantiation u
yCTaHaB/IMBaEeT *Newcon AN CCbI/IKW Ha HEro. Bbi3blBatoLLMiA
MeTOo/ [0/HKeH 0CcBO6OXAaTLea Yepes freecon (3).

security_compute_member_raw

Bbluncnset peweHuve ans yneHa polyinstantiation v
yCTaHaBNMBaeT *Newcon AN CCbINKM Ha Hero. Bbi3biBatoLLmii
MeTO/ A0/MKEH 0CBOOOXKAaTLCA Yepes freecon (3).

security_compute_relabel

BbluncnseT peweHne 415 NOBTOPHON MapKUPOBKM U
yCTaHaBNMBaeT *Newcon AN CCbINKM Ha Hero. Bbi3biBatoLLmii
MeTO/ AO/MKEH 0CBO6OXAaTLCA Yepes freecon (3).

security_compute_relabel _raw

BbluncnseT pelueHne 418 NOBTOPHOM MapKUPOBKM 1
yCTaHaB/IMBaEeT *Newcon AN CCbI/IKW Ha HEro. Bbi3biBatoLLMiA
MeTOo/ [0/HKeH 0CcBO6OXAaTLCa Yepes freecon (3).

security_compute_user

Bbluncnser Habop JOCTYMNHbLIX KOHTEKCTOB MO/b30BaTeNs U
yCTaHaB/IMBaET *con 415 CCbIIKN Ha MacCB KOHTEKCTOB C
3aBepwatomm geinctamem NULL. Bbi3biBatoLwmii MeTof,
[0/MKeH ocBoboXaaTbCs vepes freeconary(3).

security_compute_user_raw

Bbluncnser Habop JOCTYMHbLIX KOHTEKCTOB MO/b30BaTeNsA U
yCTaHaB/IMBaET *Ccon A1 CCbI/IKU Ha MacCUB KOHTEKCTOB C
3aBepuwatomm geinctemem NULL. Bbi3biBatoLwumii MeToq,
[OmKeH 0cBoboXKAaTbCs Yepes freeconary(3).

security_deny_unknown

Mony4aeT NoBeAeHUe AN HeonpeaeneHHbIX Knaccos /
paspeLleHNiA.

security_disable

OTkntoyaeT SELinuX BO BpeMs BbIMOSHEHNA (HEO6XOAMMO
BbINOMIHWUTb A0 HAY&/IbHOW 3arpy3Ku NOSIUTUKN).

security_get _boolean_active

lNonyyaeT akTUBHOE 3HAYEHMeE AN1A TOrTMYECKOoro.

security_get_boolean_names

Mony4yaeT norvyeckme nmeHa

security_get_boolean_pending

MonyyaeT oxxmparolLiee 3HaYeHWe 4719 NOrMYEeCKoro.

security_getenforce

MonyyaeT 3HaueHNe dnara NPUHYANTENBHOTO UCMOMHEHWS.
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MonyyaeT KOHTEKCT UCXOLHOr0 NAaeHTU(MKaTopa 6e30nacHOCTH
security_get_initial_context f4pa no MMeHW. Bbi3biBatOLLMIA METOL [O/IHKEH 0CBOOOANTD

yepes freecon (3).

MonyyaeT KOHTEKCT UCXOLHOI0 NAeHTU(rKaropa 6e30nacHOCTH
security_get_initial_context_raw f4pa no MMeHW. Bbi3bIBatOLLMIA METOL [AO/IHKEH 0CBOOOANTD
yepes freecon (3).

3arpysuTe 10rMyeckme HaCTPONKN NOANTUKKL. TlyTb MOXeT
6b1Tb NULL, 1 B 3TOM Cnydae nornyeckune 3HaveHus

security_load_booleans o o
- = 3arpy>karoTcs U3 aKkTMBHOIO (hailfia KOH(UIypawumm NorMyeckom

NOSINTUKWN.
security_load_policy 3arpy>kaeT KOH(pUrypauuio noamTuku.
security_policyvers MMonyyaeT HOMep BEPCUN MONUTUKN.
security_set_boolean YcTaHaBMBaeT OXXugaroLee 3HaueHne ans bynesa.

. . CoxpaHsieT CrMCOK NOrMYECKMX 3/1EMEHTOB B OHOM
security_set _boolean_list
- = — TpaH3aKuuu.
. YCcTaHaBNMBaeT 3HaYeHne (iara NPUHYLUTENIbHOTO
security_setenforce
- NCNONHEHNS.

YHUUTOXAET yKa3aHHbI AeCKPUNTOP, 3aKpbIBaeT (haitsbl,
selabel_close 0CBOOOX/AET BbIENIEHHYIO NamATb U T. 4. XeHA4n nocne

3aKpbITUS 60/IbLLE HE MOXET MUCMOJIb30BaThLCS.
selabel_cmp CpaBHuBaeT [Ba feckpuntopa
selabel_digest MonyyaeT X3l geckpuntopa

BbinonHaeT onepayuio novcka MeTok. Bosspatuaet O npu
ycnexe, -1 ¢ errno, yctaHaenmsaroLemcs npv cboe. AprymeHThbl
key 1 type ABNAOTCA BXOAHBIMU (JaHHBIMW) NS onepauum
selabel_lookup MonCKa; COOTBETCTBYHOLLME 3HAYEHMS NPOANKTOBaHbI
NCNoNb3yembIM 63K3IHAOM. Pe3y/ibTaT BO3BPALLAETCSA B TOUKY
namsaTW, Ha KOTOPYHO YKa3bIBaeT CoN, N OH LO/MKEH ObITb
0CBO6OX/EH C MoMoLLbIO freecon.

Bbi6upaeT ofiHY HanGonee NOAXOAALLYHO YCOBMIO MOUCKa

selabel_lookup_best_match
METKY

Bbi6upaeT ofiHY HanGonee NOAXOAALLYH YCOBMIO MoMCKa

selabel lookup_best_match_raw
METKY

BbinonHaeT onepayuio novcka MeTok. Bosspatuaet O npu
ycnexe, -1 ¢ errno, yctaHaBnmBsaroLemMcs npu cboe. AprymeHThbl
key 1 type ABNAOTCA BXOAHBIMU (JaHHBIMW) NS onepauuu
selabel_lookup_raw MonCcKa; COOTBETCTBYHOLLME 3HAYEHMSA NPOANKTOBaHbI
NCNONb3yeMbIM 63K3IHAOM. Pe3y/bTaT BO3BPALLAeTCs B TOUKY
NamsTK, Ha KOTOPYHO YKa3bIBaeT CoN, N KOTOPbIA JOMKEH ObITb
0CBO6OXEH C MoMoLLbO freecon.

Co3sgaeTt geckpunTop MapkMpoBKu. OTKpoiTe 63K3HA ANs
MCNONb30BaHNA MapKMUPOBKN. [LOCTYNHbIMU 63K3HL
NaeHTU(UKaTOpaMn ABNAKOTCS:

SELABEL_CTX FILE - file_contexts.

selabel_open SELABEL_CTX_MEDIA - media contexts.
SELABEL_CTX X - x_contexts.

SELABEL_CTX_DB - contexts SE-PostgreSQL.

SELABEL_CTX_ANDROID_PROP - property_contexts.
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MapameTpbl MOryT NPefoCTaBNATLCA C MOMOLLLIO NapameTpa
Opts; LOCTYMNHbI CNeAYIOLLME BAPUAHTbI:
SELABEL_OPT_UNUSED - onuwusa no-op, nonesHasa ans
HEencnosib3yeMbIX CI0TOB B MaccyBe OMLMWiA.
SELABEL_OPT_VALIDATE - npoBepsiTb KOHTEKCTbI Nepes,
MX BO3BPATOM (/TIOrMYECKOE 3HAYEHNE).
SELABEL_OPT_BASEONLY - He UCronb3yinTe NoKa/bHble
HaCTPOWKM ANs co3faHns 63KIHA-AaHHbIX (ormyeckoe
3HayeHue).

SELABEL_OPT_PATH - ykasaTb aflbTepHaTUBHbIN NyTb /15
MCNONb30BaHNA NPU 3arpy3Ke AaHHbIX Ha 63K3HA.
SELABEL_OPT_SUBSET - BblbepuTe NOLMHOXECTBO
MOMCKOBOr0 NPOCTPaHCTBA B Ka4eCcTBe ONTMMU3aLmnn
(chainnioBbIii cepsep).

He Bce onuuy MOryT NOALEPXKMBATHCA KXKAbIM 63K3H/.
BosBpalyaeMoe 3HaueHve - 3TO YCMeLIHO CO3L4aHHbIN
peckpuntop nnm NULL ¢ errno, yCTaHOB/IEHHbIM NPy OLLIMOKe. "

selabel_partial_match

BbiGMpaeT ogHy Hanbonee NoAXOAsLLYH YC/I0BUIO NMoucKa
METKY

selabel_stats

Norupyet coobLeHne ¢ MHOpMaLMein 0 KonnyecTse
BbINO/IHEHHbIX 3aNpPOCOB, KO/IMYECTBE HENCMO/Ib3YEMbIX
COBMaZatoLLMX 3armncein nam apyroi paboyeli CTaTUCTUKe.
CoobLieHue ABNSeTCA cneympuyHbIM 418 63KaHAa, HEKOTOpble
CepBepbl MOTYT He BbIBOAWTHL COOOLLEHME.

selabel_subs_init

NHuupanu3pyeT paboTy ¢ MeTKaMu

selinux_binary_policy_path

BosBpallaeT nyTb K ABOUYHOMY (haiinny NONUTUKN U3 KOPHEBOTO
KaTasiora noIMTUKN.

selinux_booleans_path

BosBpallaeT NyTb K /I0rM4eckomy haiiny B KOPHEBOM KaTanore
NONIUTUKN.

selinux_booleans_subs_path

Bo3sBpallaeT nyTb K thaiiny KoHhurypauum booleans.subs_dist.

selinux_boolean_sub

CuuntbiBaeT (paiin /etc/selinux/TYPE/booleans.subs_dist, nuia
3anuchb ¢ MMeHem boolean_name. Ecniu cyLLecTBYeT 3anuch,
selinux_boolean_sub (3) Bo3BpalyaeT nepesefeHHOE NMS, MHaYe
BO3BpaLLaeTca MCXOAHOe MMS. Bo3Bpalliaemoe 3HauYeHne
[O/MKHO ObITb 0CBOO6OXAEHO. MpK OWnOKe 6yaeT BO3BpaLLeH
NULL.

selinux_check_access

Kcnonb3yeTtcs 4ns NPoBEPKN TOrO, UMEET /N UCXOLHbIN
KOHTEKCT paspeLLeHne AocTyna A4ns yKasaHHOro Kiacca B
LIeNIeBOM KOHTeKCTe. O6paTnTe BHUMaHWE, YTO paspeLLleHue u
Kniacc SBNAKTCA CCbIIOYHbIMU CTPOKaMU. MapameTp aux MoXeT
CCbINaTbCS Ha JOMOHUTENbHYIO MH(DOpMaUMIo ayanTa. AyauT
obpabatbiBaeTcs, Kak onucaHo B avc_audit (3). Cm.
Security_deny_unknown (3) o Tom, kak tnar deny_unknown
MOXXET B/INATb HA PELUEHWNS NOSIUTUKMN.

selinux_check_passwd_access

MposepsieT paspeLleHmne B knacce passwd. Bosspaluaet 0, ecnm
npefoCTaBNeHo UK -1 B MPOTUBHOM Crlydae. 3aMeHeHO
selinux_check access (3)

selinux_check_securetty context

MpoBepseT, 4To tty _context onpefenseTcs Kak securetty.
Bo3sBpaluaeT 0, ecnv 6e3onacHo, <0 B NPOTUBHOM C/y4ae.
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selinux_colors_path

Bo3BpalliaeT nyTb K (aiiny B KOPHEBOM KaTanore NnoaMTuKMm.

selinux_contexts_path

Bo3BpallaeT nyTb K KaTaslory KOHTEeKCTOB B KOPHEBOM KaTtasiore
NOJINTUKN.

selinux_current_policy_path

Bo3BpalliaeT nyTb K TeKyLLe/ NoNnTHKe.

selinux_customizable_types_path

Bo3sBpallaeT nyTb K (haiiny customizable types B KOpHEBOM
Katanore nonTUKK.

selinux_default_context_path

BosBpatuaeT K thainny default_context B KOpHeBOM KaTtanore
NOSINTUKN.

selinux_default_type_path

BosBpataeT nyTb K ariny default_type.

selinux_failsafe_context_path

BosBpatuaeT nyTb K hariny failafe_context B kopHeBOM KaTanore
NOSINTUKN.

selinux_file_context_cmp

CpaBHVBaET [1Ba KOHTEKCTa (palino., Bo3BpaLlanite 0, eciv OHK
9KBMBANEHTHbI.

selinux_file_context_homedir_path

BosBpatuaeT nyTb K hariny file_context.homedir B KopHeBoM
KaTtasiore nonMTuKM.

selinux_file_context_local_path

Bo3sBpaluaeT nyTb K tariny file_context.local B KopHeBOM
KaTanore NoIMTUKW.

selinux_file_context_path

BosBpaluaeT nyTb K hariny file_context B KOpHEBOM KaTasiore
NOSINTUKN.

selinux_file_context_subs_dist_path

BosBpataeT nyTb K hariny file_context.subs_dist B KOpHEBOM
KaTtasiore nonMTuKM.

selinux_file_context_subs_path

BosBpatuaeT nyTb K hariny file_context.subs B kopHeBOM
KaTtasiore nonMTuKM.

selinux_file_context_verify

MpoBepsieT KOHTEKCT (haitna "path™ kK nonntuke. Bosspatyaet 0,
€C/IN 3TO NPaBW/bHO.

selinuxfs_exists

MpoBepKa CyLLecTBOBBaHMS ncegodarinoBor cucteMol SELinux

selinux_get_callback

Kcnonb3yeTtcs 4N nonyveHns ykasartens Ha QyHKUMo
06paTHOro BbI30Ba AaHHOr0 TUNa. ®YHKLUMK 06PaTHOrO BbI30Ba
ycTaHaBnmBaroTcs ¢ nomolubio selinux set callback (3).

selinux_getenforcemode

UuTaeT thaiin /etc/selinux/config n onpeaensiet, cnegyet nn
3anyckaTb MallUHY B pexxnmMe npuHyautensHoro (1),
paspewatoLLiero (0) nam oTkn4YeHHOro (-1) pexkuma.

selinux_getpolicytype

YutaeT tharin / etc / selinux / config n onpegensiet, 4To Takoe
NOMIMTMKA NO YMOMYaHWIO ANS MalUHBI. BbI30B MPUNOXeHUs
[IO/MKEH 0CcBOBOXAATbCA policytype.

selinux_homedir_context_path

BosBpallaeT nyTb K (haliny B KOPHEBOM KaTtasiore noiMTUKK.
Ob6paTtute BHMMaHWe, Y4TO 3TOT (haiin 6yaeT oTobpaxarTbes
TO/bKO B 60/1€€e CTapbIX BEPCUSAX NOMUTUKN B 3TOM MecTe. B
cucTeMax, ynpas/isieMblX € MOMOLLbO Ssemanage(8), aTo Tenepb
HaXOAWTCA B XpaHWINLLE MOSIUTUK.

selinux_init_load_policy

BbINONHAET HaYa/IbHYHO 3arpy3Ky NoAUTUKK. ATa (PYHKUNSA
onpesensieT XenaeMblil PEXXUM NPUHYAUTENBHOTO UCMOHEHWS,
yCTaHaB/MBaeT aprymeHT *enforce (MpUHyANTENIbHOIO)
1CNOMb30BaHNA ANs Bbi3biBatoLMiA METOL, YCTaHaB/IMBaEeT
COOTBETCTBUE CTaTyca NPUHYAUTENILHOIO UCNO/Mb30BaHMA aapa
SELinux n 3arpyaet nonnTuky. OH Takxe BHYTPeHHe
06pabaTbiBaeT HaYa/IbHOE MOHTUPOBaHMe selinuxfs,
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Heob6X0oAMMOoe A/15 BbIMO/IHEHNS 3TUX AeNCTBUIA. PYHKLNS
BO3BpaLLaeT 0, ecnv BCe, BK/IKOYAA 3arpy3Ky nosmuTuKu,
3aBepLuaeTcs ycnewHo. B aTom ciyyae init, Kak oXuaaeTcs,
OyeT NOBTOPHO BbIMNO/HATL CaM, YTOObI NEPENTM K
Hag/iexxallemy KOHTeKCTy 6e30macHOCTW. B npoTvBHOM cryyae
(hyHKLMSA BO3BpaLLaeT -1, 1 init 4o/mkeH nposeputb *enforce,
4TOObI ONPeLeNnTb, Kak AeiiCcTBOBaTb. ECv NpuHyAnTeNbHOE
BbINosHeHwue (*inforce> 0), To init LO/MKEH OCTAHOBUTH
cucTemy. B npoTUBHOM cyyae init MOXXeT HOpMasibHO paboTaTtb
6e3 NOBTOPHOI0 3amnycka.

selinux_Isetfilecon_default

3Ta (YHKLMS YCTaHABMMBAET KOHTEKCT (haiina B CUCTEMHbIE
3Ha4eHMs No ymMon4aHuo. Bosspallaet 0 npu ycnexe.

selinux_Ixc_contexts_path

BosBpataeT nyTb K (hariny KoHgpurypaumm Ixc_contexts.

selinux_media_context_path

Bo3BpallaeT nyTb K haiiny B KOPHEBOM KaTasiore noMTUKK,

selinux_mkload_policy

Co3paet crienokK NnosMTUKK 1 3arpyaeT ero. 3ta PyHKUus
obecneumsaeT NHTepgec 60/ee BbICOKOro YPOBHSA AN
3arpysku nonutuku, vyem security load_policy (3), BHyTpeHHe
onpeaensieT NpaBu/bHYIO BEPCUIO MOMIMTUKKN, yCTaHaB/IBAET U
OTKPbIBaET (paii/l NOIUTUKN, CONOCTABNSET ee B NaMATK,
MaHUNynMpys et (NamsTbHo) No Mepe He06XoANMMOCTI N5
TEKYLLMX NOrMYECKNX HACTPOEK U/ NOKaNIbHBIX ONpPeaeneHni
1 3aTeM Bbl3oBaeT security load_policy (3), uTobbl 3arpy3mTs ee.
«preservebools» - 3T0 nornyeckuii nar, ykasbiBaroLui,
CNeflyeT /N COXPaHATb TEKYLLME NIOrMYecKme 3HaueHns
NONMTUKM B HOBOM NONMNTKKE (ecnmn 1) nnm cbpocnTb
COXpaHeHHble napameTpbl NoAUTUKK (ecnm 0). MepBbI cnyyai
AB/AETCA 3HAYEHMEM MO YMOTYaHUIO [/1 Nepe3arpysku
NOMIMTUKW, B TO BPEMS Kak MOCNeAHWIA CNyYain ABNseTcs
BapuaHTOM /11 nepesarpysku MoNTKKK, HO B NMePBYHO 0Yepesb
[N19 HaYaIbHOW 3arpy3Ku NONIUTUKN.

selinux_netfilter_context_path

BosBpataeT nyTb K ariny netfilter_context 8 KopHeBOM
Katasiore noNTUKN.

selinux_openssh_contexts_path

BosBpalliaeT nyTb K daiiny openssh_context B KOPHEBOM
KaTanore noIMTUKM.

selinux_path

Bo3BpalllaeT NyTb K KOPHEBOMY KaTasiory NosmMTUKM.

selinux_policy_root

CuntbiBaeT (painn /etc/selinux/config n Bo3spallaeT Katanor
BEPXHEr0 YPOBHS.

selinux_raw_context_to_color

BbINOMHSAET KOHTEKCTHbIV NEePeBOS MeXAY KOHTEKCTaMu
6e30MacHoOCTM ¥ LBeTamun 0TObpaxXeHUs. Bo3BpalLaeT Crnmcok
pasfeneHHbIX Npobenamu AecaTy LWeCcTHaALATEPUYHBIX
Tpurrepos RGB ¢ npeuKcoM XaL-MeToK, Harnpumep.
"#ff0000". BbI3blBatOLLMIA METOZ, LO/MKEH OCBOOOANTD
Nnony4eHHyto CTPoKy yepes free(3). BosspawyaeT -1 npu owmnbke
nnv 0 B NPOTMBHOM C/ly4ae.

selinux_raw_to_trans_context

BbINOMHSAET KOHTEKCTHbIN NEPEBOL MEXAY YeN0BeKO-MOHATHbLIM
(hopmatom («translated») 1 BHyTpeHHUM CUCTEMHbIM (hopMaToMm
(«raw»). BbI3blBatoLLMiA METOS, fO/MKEH 0CBOOOAUTD
nosly4eHHbIN KOHTeKCT vepes freecon(3). BosspalyaeT -1 npu
ownbke nnm 0 B NpoTBHOM cnydae. Ecnm nepegaHo NULL,
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3afaeTcs Bo3BpaLaemblii KOHTEKCT B NULL 1 Bo3BpatiaeT 0.

selinux_removable_context_path

BosBpalliaeT nyTb K daiiny removeable_context B KOpHEBOM
KaTanore noIMTUKM.

selinux_reset_config

MpUHYANTENBHBIA COPOC 3arpy>KEHHOW KOH(UIypaLmu.

selinux_restorecon

BoccTaHaBnm1BaeT coeanHeHMe ¢ nceLodainioBoin CMCTeMoi

selinux_restorecon_default_handle

BoccTaHaBnMBaeT COefIUHEHNE C NceBaodaiinoBoii CUCTEMOVA

selinux_restorecon_set_exclude_list

BoccTaHaBnm1BaeT coeamnHeHNe ¢ nceBLodainioBoin CMCTeMOoN

selinux_restorecon_set_sehandle

BoccTaHaBnMBaeT COeIUHeHNe C nceBaodaiinoBoii CUCTEMOVA

selinux_securetty types_path

BosBpalliaeT nyTb K haiiny securetty types B KOPHEBOM
KaTanore nofIMTUKM.

selinux_sepgsqgl_context_path

BosBpallaeT nyTb K haiiny sepgsql_context B KOpHEBOM
KaTanore NoUTUKM.

selinux_set_callback

YcTaHaBnMBaeT 06paTHbIA BbI30B B COOTBETCTBMMN C TUMOM:
SELINUX_CB_LOG, SELINUX_CB_AUDIT,

SELINUX CB_VALIDATE, SELINUX_CB_SETENFORCE,
SELINUX CB POLICYLOAD

selinux_set_mapping

MoaaepyKa CoNoCTaBNEHUS Knacca NPOCTpaHCTBa
nonb30BaTeNen, KOTopas ycTaHaBNMBaET COMOCTaB/EHNE OT
Mo/b30BaTe/IbCKOr0 3aKa3a KacCcoB 00BbEKTOB M Pa3peLLeHNin Ha
HoMmepa, JaKTUYECKM NCNONb3yeMble 3arpyXXeHHON CUCTEMHOM
NOIUTUKOMN.

selinux_set_policy_root

YcTaHaBMBaeT a/lbTePHATMBHBIN MYyTb KOPHEBOrO Katasiora
MOSIMTUKN, B COOTBETCTBUM C KOTOPbIM CYLLECTBYIOT (halisbl
CKOMMUIMPOBAHHOTO (haitia MoIMTUKM 1 (haisibl KOH(UTypaumm
KOHTEKCTA.

selinux_snapperd_contexts_path

YcTaHaB/MBaeT NyTb A0 6a30BbIX KOHTEKCTOB

selinux_status_close

OTMEHSIET 1 3aKPbIBAET CTPaHWLLY COCTOSIHIS sipa.

selinux_status_deny_unknown

MonyyaeT NnoBefieHNE /151 HEOMNPEAENEHHbIX
KNaccoB/paspeLLeHuii.

selinux_status_getenforce

MonyyaeT 3HaveHMe cbnara NPUHYONTENBHOIO0 NCNONTHEHWUA.

selinux_status_open

OTKpbIBaeT 1 0TOOpaXKaeT CTPaHULLY COCTOAHUA sapa SELinux.

selinux_status_policyload

MonyyaeT KONMUYecTBO 3arpy3oK NOUTUKM.

selinux_status_updated

Coobuaet, 06HOBNEH N CTaTyC Agpa.

selinux_systemd_contexts_path

BosBpalliaeT nyTb K daiiny KoHdurypaumm systemd_contexts.

selinux_translations_path

BosBpalljaeT nyTb K haiiny setrans.conf B KOpHEBOM KaTasiore
MOMUTUKM.

selinux_trans_to_raw_context

BbINOMHSAET KOHTEKCTHbIV NEPEBOL MEXAY YeNOBEKO-YATAEMbIM
(hopmatom («translated») 1 BHyTpeHHUM CUCTEMHbLIM (POPMATOM
(«raw»). BbI3blBatoLLMiA METOS, fO/MKEH 0CBOOOAUTD
NonyYeHHbI KOHTEKCT Yepes freecon(3). Bosspalyaet -1 npu
ownbke nnm 0 B NpoT1BHOM cnyyae. Ecnv nepegaHo NULL,
3afaeTcs Bo3BpaLaembli KOHTEKCT B NULL 1 Bo3Bpauiaet 0.

selinux_user_contexts_path

Bo3BpallaeT nyTb K haiiny B KOPHEBOM KaTasiore noMTUKK,




50

TACT1.62.01.11.000.002 31 01

HassaHune yHKLuN

OnuncaHme Ha3HauYeHus

selinux_usersconf_path

Bo3BpalliaeT nyTb K (aiiny B KOPHEBOM KaTanore NnoaMTuKMm.

selinux_users_path

Bo3BpalljaeT nyTb K haiiny B KOPHEBOM KaTasiore nonTUKM.

selinux_virtual_domain_context_path

Bo3BpalliaeT nyTb K (aiiny B KOPHEBOM KaTasiore noamTuKMm.

selinux_virtual_image_context_path

BosBpalliaeT nyTb K (aiiny B KOPHEBOM KaTasiore noamTUKM.

selinux_x_context_path

Bo3BpallaeT nyTb K (haiiny X_context B KOPHEBOM KaTasore
MOMUTUKM.

setcon

YcTaHaBNMBaeT A1 TeKYLLero KOHTeKcTa 6e30nacHoOCTu
3HayeHune con. O6paTuTe BHUMaHMe, YTO A4S UCMO/b30BaHUA
3TON (hYHKL MK TpebyeTcs, YTOObI BCEMY MPUNOXEHNIO 6bINO0
[0BEPEHO NOAAEPXKMNBATL N060e pasaeneHne Mexay cTapbiMy v
HOBbIMW KOHTEKCTaMu 6e30MacHOCTK, B OT/IMUME OT NepexooB
Ha OCHOBE exec, BbINO/IHAEMbIX Yepe3 setexeccon (3). Korga aTo
BO3MOXXHO, Pa3fioXuTe NPUIoXKEHVE 1 UCNOSb3YinTe setexeccon
(3) + execve (3). ObpaTNTE BHUMaAHWE, YTO NPUIOXKEHNE MOXKET
noTepaTb AOCTYN K CBOMM OTKPbITbIM AECKPUNTOpam B
pesynbTare setcon (3), ecnm TONbKO NOMMTMKA HEe NO3BOSISAET
MCNONb30BaTb AECKPUMTOPBI, OTKPbITbIE CTaPbIM KOHTEKCTOM.

setcon_raw

YcTaHaBNMBaeT A1 TeKYLLero KOHTeKcTa 6e30nacHoOCTu
3HayeHuWe con. O6paTuTe BHUMaHMe, YTO 415 UCMO/b30BaHUA
3TON (hyHKL MK TpebyeTcs, YTOObI BCEMY MPUIOXEHNIO ObII0
[0BEPEHO NOAAEPXKMNBATL N060e pasaeneHne Mexay cTapbiMy v
HOBbIMW KOHTEKCTaMmn 6e30MacHOCTU, B OT/IMUME OT NEepexooB
Ha OCHOBE exec, BbINO/HAEMbIX Yepe3 setexeccon (3). Korga aTo
BO3MOXXHO, Pa3foXuTe NPUNOXKEHWE U NCNOSb3YINTe setexeccon
(3) + execve (3). ObpaTNTE BHUMaAHWE, YTO NPUIOXKEHNE MOXKET
noTepaTb AOCTYN K CBOMM OTKPbITbIM AECKPUNTOPaM B
pesynbTare setcon (3), ecnm TONbKO NOMMTMKA HEe NO3BOSISAET
1CNO/b30BaTb AECKPUNTOPBI, OTKPbIThIE CTAPbIM KOHTEKCTOM.

setexeccon

YcTaHaBNMBaeT KOHTEKCT 6€30MacHOCTIN eXec AN CneayoLwero
execve (3). Bbizo ¢ NULL, ecnv Bbl XOTUTE COPOCUTHL K
3HAYEHMIO NO YMONYaHWIO.

setexeccon_raw

YcTaHaBNMBaeT KOHTEKCT 6e30MacHOCTU eXeC ANA CeLyHoLLero
execve (3). Bbizo ¢ NULL, ecnv Bbl XOTUTe COPOCUTH K
3HAYEHMIO MO YMONYAHWIO.

setexecfilecon

YCTaHaBNMBaeT COOTBETCTBYIOLLMIA KOHTEKCT 6e30MacHOCTH,
OCHOBaHHbI Ha UMeHK (haiina BCromoraTelbHO Nporpammbl,
BO3BPALLasACb K HOBOMY KOHTEKCTY C YKa3aHHbIM TUMOM.

setfilecon

O6epTka ans xattr API - ycTaHaBMBaeT KOHTEKCT (haiina.

setfilecon_raw

Ob6epTka ans xattr APl - ycTaHaBNMBaeT KOHTEKCT (harina.

setfscreatecon

YcTaHaBNMBaeT KOHTEKCT 6e3onacHocTy fscreate ans
nocnegyoLlero cosgaHms ainnos. Beizos ¢ NULL, ecnu Bbl
XOTUTE COPOCUTH K 3HAYEHMIO MO YMOTHaHWIO.

setfscreatecon_raw

YcTaHaBMBaeT KOHTEKCT 6e3onacHocTm fscreate ans
nocneayroLlero cosgaHus darinos. Boizo ¢ NULL, ecnv Bbl
XOTUTE COPOCUTH K 3HAYEHMIO MO YMOMYAHNIO.

setkeycreatecon

YcTaHaBMBaeT KOHTEKCT 6e3onacHocTu keycreate A
nocneayroLwmx cosaaHns Knrodeid. Boizos ¢ NULL, ecnu Bbl
XOTUTE COPOCUTH K 3HAYEHWNIO MO YMONYAHUIO.
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YcTaHaBNMBaeT KOHTEKCT 6e30nacHOCTU keycreate ans
setkeycreatecon_raw nocneayroLwmx cosaaHns Knrodeid. Boizos ¢ NULL, ecnu Bbl

XOTUTE C6p0Cl/ITb K 3Ha4YEHWIO N0 YMOJTHaHUIO.

To xe, 4yto 1 set_matchpathcon_invalidcon (3), HO Takxe
MO3BO/ISIET KAHOHM3ALMI0 KOHTEKCTA, U3MeHSs * context Ha
set_matchpathcon_canoncon CCbI/IKY Ha KAHOHMYECKYI0 (hopMy. ECnn OH He yCTaHOB/IEH, &
invalidcon TakXe He YCTaHOB/1EH, TO MO YMO/THaHWUIO
NCMOo/b3yeTcs BbI30B security canonicalize context (3).

YcTaHaBMBaeT (hnarv, ynpasnstoLiue paboToit
matchpathcon_init (3) nnam matchpathcon (3):
MATCHPATHCON_BASEONLY - 06pabarbiBaeT TOMbKO
set_matchpathcon_flags (havin base_contexts. MATCHPATHCON_NOTRANS - He
BbINO/IHAET HUKAKOro KOHTEKCTHOIO MepeBoja.
MATCHPATHCON_VALIDATE - npoBepsieT/kaHOHU3npYyeT
KOHTEKCTbI BO Bpems init.

YcTaHaBnvMBaeT PYHKLMIO, UCNonb3yeMyto matchpathcon_init
(3) Npu npoBepke LeinCTBUTENBHOCTU KOHTEKCTA B
KoHurypauunm file_contexts. Ecin 3To He 3aaHo, TO Mo
set_matchpathcon_invalidcon YMO/14aHMIO NCMNO/b3YETCA TECT HA OCHOBE

security _check_context (3). 3Ta PyHKLMS TakxKe OTBEYaeT 3a
coobLeHre 0 N6OoI Takol OLLMOKE U MOXET BKNKOYATh B Ce6A
TakKme Co0bLLeHNA, Kak «path» 1 «linenox.

YCTaHOBMMBAET (DYHKLMIO, UCnonb3yemyto matchpathcon_init
(3) npy oTobpaxkeHNN OLLIMGOK B KOH(UTrypaumm file_contexts.
Ecnn He 3agaHo, To No ymMonyaHuio ncnonssyetca fprintf (stderr,
fmt, ...).

set_matchpathcon_printf

$1BHO yCTaHaB/MBAET MYyTb K TOUKe MOHTUPOBaHUA selinuxfs.
OObIYHO 3TO OnpefenseTca aBTOMaTUYeCKn BO Bpems
set_selinuxmnt nHUYmanm3aymm libselinux, HO 3T0 He BCeraa BO3MOXXHO,
Hanpumep, Ans/sbin/init, KOTOPbIV BbINONHSAET HAYa/IbHYHO
yCTaHOBKY selinuxfs.

YcTaHaBNMBaeT KOHTEKCT 6e3onacHoOCTU sockcreate ans
setsockcreatecon nocnegyoLwmx co3gaHnii coketos. BioizosnuTe ¢ NULL, ecnm Bbl
XOTUTE COPOCUTH K 3HAYEHMIO MO YMOTHaHWIO.

YcTaHaBnMBaeT KOHTEKCT 6e3omacHOCTU sockcreate anAa

setsockcreatecon_raw nocneayroLmx cosaaHnii coketos. Biizosute ¢ NULL, ecnu Bbl
XOTUTE COPOCUTL K 3HAYEHWIO MO YMOTHaHWIO.

sidget 13 2.0.86 - He nogaep>xnBaeTca

sidput 13 2.0.86 - He nofaep>xnBaeTca
Mpeobpa3oBaHne MeH CTPOK AJ19 AOCTYNa K BEKTOPHbIM

string_to_av_perm
— == paspeLUeHnsM.

Mpeo6pa3oBaHne MMeH CTPOK B 3HAUEHIS KNacCoB

string_to_security_class
- = - 6e30nacHoCTM.
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MPUNOXXEHWE B. MEPEYEHb COKPALLIEHI

ANC
AlNC «CuHtesM-TK/MN»

APM

AC3N

BM

KM «MNC3N «CnHTesM»

KCA

HC/A

OoC

MK «CuHTe3sM-Cepsep»
MK «CnHTe3sM-KnneHT»
MNMC «CnHTe3sM-ABb»

MK «CnHTe3M-UTA»
Kl «CnHTe3sM-33l»
KM «CnHTe3sM-33I.C»
KM «CnHTe3sM-33IN.K»
KM «CnHTesM-KY ®»

MK «CuHTe3sM-KYD. A»

MK «CuHTe3sM-KYD.[1C»

MK «CnHTe3sM-Cb»

MNMC «CnHTesM-CI»

NC «CnHtesM-CYBb/»
MC «CnHTesM-CXA-01»
MC «CnHTesM-CXA-02»
K «CnHTesM-O»

(o6sa3aTesbHOe)

aBTOMaTU3NPOBaHHAA UHPOPMALMOHHAA CUCTeMa
annaparHo-nporpaMmMHoe CpesCcTBO «l1epcoHa/IbHbIN
NOEHTM(MKATOP NOSb30BaTeNA»

aBTOMaTM3npOBaHHOe paboyee MeCTO

aBTOMaTM3MPOBaHHAA CUCTEMA B 3aLLMLLEHHOM UCMOTHEHUN
BUPTYyasibHasd MallnHa

KOMM/IEKC ~ MPOrpaMMHbIX  CPeACTB  3aWuTbl  MHOpMaLuW,
(hYHKLMOHWNPYIOLLMX B Cpede 3alULLeHHOM ornepaluoHHON CUCTEMbI
«CUHTE3M»

KOMM/IEKC CPeACTB aBToMaTm3aunm

HeCaHKLIMOHMPOBaHHbIM JOCTYN

orepawmoHHas cucTema

nporpaMMHbIii Komnnekc «CepBepHas onepauyoHHas cnucTeMa»
NporpaMMHbIi KOMMNeKC «KnneHTcKas onepawmnoHHas CUCTeMa
NpPorpamMMHOE CPeAcTBO «AreHT 6e30MacHOCTM»

nporpamMMHbIin Komnnekc «Cepeep ynpaBneHns AoCTYnom»
KOMIMEKC Nporpamm «3allyLleHHas 3/1eKTpoBaHHasA noyta»
nporpaMMHoe cpeacTBo «Cepep 3aLLMLLEHHOW NOYTbI»
nporpaMMHoe CpeacTBO «KNMEHT 3aLLMLLEHHOM NOYTbI»

KOMIeKC nporpamm «KOHTpO/b 7 yrpas/fieHune
(hYHKLMOHMPOBaHMEM

nporpamMMHbIn -~ KOMMnekc «CepBep KOHTPONA W ynpas/eHus
(hYHKLMOHMPOBaHMEM

NporpaMMHbIi KOMMAeKe «MpoKCK-CepBep KOHTPONS M yNpaBieHus
(hYHKLMOHNPOBaHMEM

nporpaMMHbIii Komnnekc «Cepeep 6e30MacHOCTU»

nporpammHoe cpeacTBo «CepBep NPUIOXKEHWNIA»

nporpaMMHoe cpefcTBo «Cucrtema ynpasnieHns 6azamm aHHbIX»
nporpaMMHoe cpeacTBo «CUCTEMa XPaHEHMS AaHHbIX»
nporpaMMHoe cpeacTBo «CUCTEMA XPaHEHMS AaHHbIX»

KOMMeKe nporpamm «OgcHble CPeACcTBax»



rnc

Mnc3n

CXA

LOA
APIl-nHTepdelic

BMC

BSP

DHCP

Ebtables

ISCSI

Intel VT

IP-npoToKon

IOMMU
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NporpamMMHOE CpeacTBO
nporpaMMHoOe CpefCcTBO 3alnTbl MHDOPMaL
cucTemMa XpaHeHUs JaHHbIX

LIeHTp 06paboTKM AaHHbIX

(anrn.Application Programming Interface) - 3to uHTepdelic
NPOrpaMmMmMpoBaHna MPUMOXKEHNIA WU UHTeP(EeC NPUKNALHOIOo
nporpamMmumpoBaHmns. APl — 370 Habop roToBbIX NPOLEAYP, KNaccos,
CTPYKTYP, (DYHKUMWIA, KOHCTaHT, KOTOpble MpeAoCTaBNAOTCA
O6161MOTEKON (TO eCcTb CEepBEPOM) AN UCMO/b30BAHUS BO BHELLHUX
NPOrpamMmMHbIX MPOAYKTax

(Baseboard management controller) — 370 MMKpOCXeMa-KOHTPO/INEP.
CoBpeMeHHble KOHTponnepbl BMC o6ecneunBaloT ynpasneHue
CepBepHbIMM  NnatopMamm  Yepe3 Beb-uHTepeinc, a Takke
obecneunBaloT yaaneHHoe MoAKAyeHne yctporicte CD/DVD un
paboTy KnaBuatypbl-BuAeo-Mbilun no cetn ( IP KVM ), uT0
MO3BONSAET JIErKO W3MeHATb HacTporikun BIOS unm BbINOMHATb
YCTaHOBKY OMepaLMOHHON CUCTEMbI, He MMes (PU3NYECKOTr0 A0CTYna
K 060py[0BaH1IO cepsepa

Board Support Package- nakeT nofAaepXku —naaTopmbl—
WNHTErpMpoOBaHHbIV NaKeT ApalriBepoB U/Mnn MoAynein onepawmoHHON
CUCTEMbI, B OMEPaLUMOHHBLIX CUCTEMaX: Ko A1 MOLAEPKKM
KOHKPETHOW OnepaLyoHHON CUCTEMbI

(aHrn. Dynamic  Host  Configuration  Protocol MPOTOKON
[NHAMMYECKOI HAaCTPOINKM y3na) CeTeBOM NPOTOKO/, NO3BONAOLLIMIA
KOMMbiOTEPAM aBTOMaTUYecKn nonyyatb IP-agpec wn  gpyrue
napameTpbl, Heobxoaumble Ana pabotbl B ceT TCP/IP. [OaHHbIN
MPOTOKO/M  paboTaeT MO  MOLENM  «KIMeHT-cepep».  [ns
aBTOMaTUYECKON KOH(UrypaumyM KOMMbIOTEP-KIMEHT Ha 3Tarne
KOH(Mrypauuy CeTeBOr0  yCTpoiWcTBa  oObpallaeTcs K Tak
Ha3blBaeMoMy cepeepy DHCP 1 nonyyaeT OT HEro HyXHble
napameTpbl. CeTeBOW afMWHUCTPATOP MOXeT 3afaTb [AuanasoH
aflpecoB, pacnpefensemblX CepBepOM CPeau KOMMbITEPOB. 3TO
Nno3BO/IsSieT M36exaTb PYYHOW HACTPOMKM KOMMbIHOTEPOB CETU U
YMEHbLLUAET KOJIMYECTBO OLLMOOK

CPeACcTBO Ana (hunbTpauuy NakeToB A/ MPOrpaMMHbIX MOCTOB
Linux, pa6oTaeT npeMMyLLeCTBEHHO Ha BTOPOM (KaHaJlbHOM)
YPOBHE CETEBOr0 CTeKa

(aHrn. Internet  Small Computer System Interface) npotokon,
KoTopbI 6asupyetca Ha TCP/IP n pa3paboTaH AN yCTaHOB/EHUS
B3aVIMOAENCTBUA W1 YMNpaB/ieHUs CUCTEMaMW XPaHeHWs [LaHHbIX,
cepsBepaMu 1 KMEHTaMm

(Intel Virtualization Technology) BupTyaniM3auus pexvma peasibHom
afipecaumm (pexkum coBmectumocTu ¢ 8086)

Internet  Protocol  (IP, [oCn.  «MeXCeTeBOM  MPOTOKO/I»)
MapLUpPYyTM3MPYeMbIi MPOTOKON CETEBOr0 YpoBHA cTeka TCP/IP.
VIMeHHO IP cTan Tem MPOTOKO/IOM, KOTOPbIA 06beANHUA OTAe/bHbIe
KOMMbIOTEPHbIE  CETM  BO  BCEMUPHYHO  CeTb  VIHTepHeT.
HeoTbeMneMoI 4acTbio NPOTOKO/1A ABNSETCS afpecalms CeTu

(aHrn. input/output memory management unit) 670K ynpasneHus
namsaTeto (MMU) gna onepaumii BBOAa-BblBOAa, 610K 3aHMMaeTCA
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TpaHCNAUMEN BUPTYa/IbHbIX — aAPecoB, BUAMMbLIX —annapaTHbIM
YCTPOIMCTBOM, B (hmanueckue agpeca. Hekotopble IOMMU Takxke
MO3BONAKOT 3afaBaTb pas/IyHble OrpaHWYeHNs orepaumin BBoOAa-
BbIBOAA 4/151 3aLliWTbl OT HENPaBW/IbHO paboTaroLWMX YCTPOMCTB UK
AN N3014L1K1, Hanpumep, NP1 UCNoNbL30BaHWUM BUPTYaIU3aLLmMK

IPMB - (ot aHrn. Intelligent Platform Management Interface) -
WHTENNEKTYa/IbHbIA ~ WHTEp(MENC  ynpaBneHus  NiaToOpPMON,
npegHasHayYeHHbIA 4N aBTOHOMHOrO MOHWUTOPWHIA W ynpaB/ieHns
(PYHKUMAMM, BCTPOEHHbIMW HEMoCPeACTBEHHO B annapaTtHoe W
MUKPONpPOrpaMmMHoe 06ecreyeHns cepBepHbIX NaaTqopm

IPMI - (ot aHrn. Intelligent  Platform  Management  Interface) —
WHTENNEKTYa/IbHbI ~ MHTEPMENAC  ynpaBieHus  NaaTpopMONn,
npegHasHaYeHHbI 4N aBTOHOMHOrO MOHWUTOPUHIA W ynpaB/ieHns
(PYHKUMAMM, BCTPOEHHbIMW HEMoCPeACTBEHHO B annapaTtHoe W
MUKpPONPOrpaMmMHoe  06ecreyeHuss  CepBepHbIX  NaTqopM.
KntoyeBble xapakTepuctnku IPMI — MOHUTOPUHT, BOCCTaHOB/IEHWE
(DYHKUMIA  ynpaBneHus, >KypHaaMpoBaHMe W  MHBeHTapu3auwus,
KOTOpble [OCTYMHbI He3aBUCUMO OT npoueccopa, BIOSa u
OnepaumMoHHOM cUCTEMbl. PYHKUUWM  yrpaBieHUs naaTqopmMon
MOryT OblTb [OCTYMHbI, [aXe ecnym CUCTeMa HaxoauTca B
BbIK/TFOYEHHOM COCTOAHMUM

FC (anrn. fibre channel —BONOKOHHLIN KaHa) — CEMENCTBO NPOTOKO/0B
[J)191 BbICOKOCKOPOCTHOW Mnepegayn AaHHbIX
GRUB (aHrn. GRand Unified Bootloader) 3arpy3unk  onepawyoHHOR

cuctembl oT npoekta GNU. GRUB no3BoNSET NMosib30BaTeN0 UMETb
HECKO/IbKO  YCTAHOB/IEHHbIX  OMepauyoHHbIX CUCTEM UK Npu
BK/IOYEHMW KOMMbOTEPa BblOMpaTb O4HY U3 HUX 415 3arpy3Ku

KVM - (aHrn. Kernel-based Virtual Machine) — nporpaMMHOe peLLeHue,
obecneumBaroLlee BUpPTyasM3aumio B cpefe Linux Ha nnatgopme
x86, KOTOpas MofJepXunBaeT annapaTtHy BUpTyaan3aumio Ha 6ase
Intel VT (Virtualization Technology) nu6o AMD SVM (Secure
Virtual Machine)

libvirt - 3TO OTN@XEHHast U CO BCEX CTOPOH MPOTECTUPOBaHHas 6UBNNOTEKaA,
C MOMOLLbIO KOTOPO /NH060e MNPUNIOXKEHWE MOXET OblTb NErko
06y4€eHO ynpaB/eHNIO BUPTYa/IbHbIMW CepBepaMm

Linux - obuwiee HasBaHMe  Unix-nogo6HbIX  ONepaumoHHbIX  CUCTEM,
OCHOBAHHbIX Ha OAHOMMEHHOM fape
Linux Bridge - Bpumk (aHrn. bridge, mocT) — 3TO CMOCO6 COeAMHEHMs [ABYX

cermeHTOoB Ethernet Ha KaHa/bHOM YypOBHe, TO ecTb 6e3
MCNONb30BaHNA NPOTOKO/M0B 60/1ee BbICOKOIO YPOBHS, TakMX Kak IP.
MakeTbl NepegatoTca Ha ocHoBe Ethernet-agpecos, a He IP-agpecoB
(kak B MapipyTtmsatope). NMOCKONbKY nepefaya BbIMOMHAETCA Ha
KaHabHOM ypoBHe (YpoBeHb 2 mogenn OSI), Bce NPOTOKObI 60/1ee
BbICOKOr0 YPOBHSA MPO3payHO NMPOXOAAT yepe3 MoCT

LDAP - (aHrn. Lightweight Directory Access Protocol «06neryéHHbiin
NPOTOKO/T JOCTYrNa K Kartasioram») MpoTOKON NPUKIAAHOIo YPOBHS
Ana goctyna K cnyxoée katanoros X.500, paspa6oTaHHbiin IETF Kak
06N1eryéHHbIN BapuaHT paspabotaHHoro ITU-T npotokona DAP.
LDAP — oTHOCUTE/IbHO NPOCTOV MPOTOKON, Ucnonb3ytowmii TCP/IP
1 NO3BONSAOLLMIA MPON3BOLUTL ONepauun ayTeHTUPMKaLMKL, NOUCKA
N CpaBHeHMsi, a TakXke orepauny A06aBMeHUs, W3MEHEHUS Wn
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yAaneHums 3anuncei

MBR - rnaBHas 3arpys3odHas 3anucb (aHrn. master boot record) kog w
[aHHble, He0OXoAMMbIe 415 NOCNEeLYHOLLEN 3arpy3Ky onepaLMoHHO
CUCTEMbI U PaCnOOXEHHbIE B MEPBbIX (PU3NYECKUX CeKTopax (YaLle
BCEro B CaMOM MepBOM) Ha XXECTKOM [MCKe UM LpYrOM YCTPOCTBE
XpaHeHus Hgopmalmm

MMU —  (aHrn. memory management unit) — KOMMOHEHT annapaTHoro
obecrneyeHNs KOMMNbIOTEPa, OTBEYAIOLLMIA 3a yNpaBieHne 4OCTYNOM
K namaTy, 3anpawyBaeMblM LEeHTpa/bHbIM - MnpoueccopoM. Ero
(PYHKUMKX 3aKNOYaloTCa B TPaHCNAUMM  afpecoB BUPTYasbHOM
namsTy B agpeca (M3M4Yeckom namstTn (TO eCcTb YrpasieHue
BUPTYa/IbHON MamsATbio), 3aWuTe nNaMsaTW, YNpaBNeHUW  KeLl-
NnamsaTbio, apoUTPaXKEM LUUHBI U, B 60/1€€ NMPOCTLIX KOMMbIOTEPHBIX
apxXuTekTypax (0CO6eHHO 8-OUTHbIX), MepekntYeHnemM 6/10KOB
namatn Self-Hosted Engine

SELinux - (aHrn. Security-Enhanced  Linux —  Linux ¢ ynyyweHHON
6e30nacHOCTbI0) —pean3alms CUCTEMbI NPUHYANTENBHOTO
KOHTpONA [OCTyna, KOTopas MOXeT paboTarb napasesibHO C
KNaccu4yeckow n3bupatenbHOM CUCTEMOI KOHTPONS A0CTyna

SSH - (oT aHrn. secure shell - 6e3onacHas 060n104ka) 3TO Habop
nporpamMm, KOTopble MO3BOAOT PErMCTPUPOBATLCS HA KOMIMbOTepe
NMo CeTW, YAIEHHO BbLINOMHATL HAa HEM KOMaHfAbl, a Takxke
KONUpoBaTh 1 nepemMeLLaThb (hainnbl MeXxay KOMMbroTepamm

SMP —  CYMMETPWYHbIe MHOTOMPOLECCOPHbIE KOH(UTypauum

SPICE - (cokp. oT aHrn. «Smple Protocol for Independent Computing
Environments», TO eCTb «[1pocTON NPOTOKON ANA He3aBuUCUMOM
BbIUUCNNTENbHOW CpPeAbl») —MPOTOKO/, WCMO/b3yeMblA B pamkax
MpoeKTa C aHalorMyHbIM Has3BaHWem (HO NULIETCA CTPOYHbIMMU
OykBamun:  Spice). TMpoekT npeactasnser cobor  cUCTeMy
OTOOpaXXeHUs  yfaneHHOro  gucrnses,  MOCTPOEHHYK  AnA
BUPTYa/lbHOM  cpefbl, KOTOpas  MO3BOMSET  MpocMaTpuBaTh
BUPTYa/IbHbIA «paboymin CTOM» BbIYUCIIUTENBHONW Cpefbl He TOMbKO
Ha MallMHe, Ha KOTOPO OH 3arnylleH, HO 1 OTKyfa YrogHo yepes
WHTepHeT, npuyem 18 NPOCMOTPa MOXHO MCMO/Ib30BaTh LUMPOKUIA
CMEKTP MALUNHHbIX apXUTEKTYP

SCI - TOHKWIA  ypOBEHb, NpPeAOCTaBNAOWMA CcpeacTBa [ANS  Bbl30Ba
(hyHKUMI siapa U3 NPOCTpaHCTBa Nob30BaTesNs
TFTP - (aHrn. Trivial File Transfer Protocol — npocToin NpoToKON nepeaaydn

(halinoB) mcnonb3yeTcs rnaBHbIM 06pa3oM Ans nepBOHaYasbHOM
3arpysky 6e3guckoBbIX pabounx craHumi. TFTP He copepXut
BO3MOXHOCTEN ayTeHTU(MKaLMmM (XOTS BO3MOXHA (hUnbTpaums no
IP-apecy) 1 ocHOBaH Ha TpaHCMoOpTHOM npoTokosne UDP

TLB - Bydep accoumatnBHoi TpaHcnauum (aHrn. Translation lookaside
buffer) — 3T0  cneynann3MpoBaHHbIA  K3W  LEHTPa/IbHOro
npoueccopa, MCNOMb3yemblid N8 YCKOPEHUS TpaHCAauMmn agpeca
BUPTya/lbHOM NaMsATXM B afpec (¢wm3nuyeckom namatn. TLB
NCNONb3YEeTCA BCEMW COBPEMEHHBIMU NPOLLECCOPamMn C NMOALEPXKKON
CTpPaHWYHOW opraHm3aummn namaT. TLB cogepXunT hrKcMpoBaHHbIiN
Habop 3anuceii (0T 8 fo 4096) 1 ABNAETCSA aCCOLNATUBHOWN NamATbIO.
Kaxgas 3anMcb COAEPXMT COOTBETCTBME agpeca CTpaHuLbl
BUPTYa/IbHON NamsATV agpecy (PU3NYecKoin NaMsaTy
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Netfilter —  MEeXXCeTeBOW akpaH (6paHmayap), BCTPOeH B A4po Linux ¢ Bepcum
2.4
NFS - (Network File System) npoTokon ceTeBoro Aoctyna K (aiifioBbim

cucTemMaM. 3a OCHOBY B3SiT NPOTOKO/ BbI30Ba YANEHHbIX NpoLeayp
(ONC RPC). Mo3BonseT nopgkntoyatb (MOHTMPOBaTL) YAaNEHHbIE

(haiinoBble CUCTEMbI Yepe3 CeTb

NTPD (Network Time Protocol daemon) - nporpamma-ZemMoH, KoTopas
yCTaHaBNMBaeT U MOALEPXKMBAET CUCTEMHOE BpemMs, UCMO/b3YyeTcs
A1 CUHXPOHM3aLMM CepBepaMn TOYHOTO BPEMEHW

NUMA - (anrn.  Non-Uniform Memory Access)
COBMECTHOr0 OCTyna K NamaTi B MHOTrOMPOLECCOPHbIX CUCTEMAX, B
KOTOpOl Bpems [OCTyna K Y4aCTKy MamsaTu OnpefensieTcs ero
pacnonoXeHnem OTHOCMTE/IbHO NpoLeccopa

3TO  apXuTeKTypa

ynpaBneHus

oVirt - cBobofHas, KpoccnnatopMeHHas
BUPTYyann3auuen
RAID - (anrn. Reduntant array of independent disks) —1M36bITOYHbIN MaccuB

RAID-maccuBa

HE3aBNCUMbIX [NCKOB. OcHoBHa#
YBEIMYNBATb CKOPOCTb obmeHa [aHHbIX N yBENNYMNBATb HAEXXHOCTb

XpaHeHNs JaHHbIX.
REST - (cokp. oT aHrn. Representational

Sate Transfer «<nepegava

COCTOAHUA NPeACTaBNEHNS») apXUTEKTYPHbIN
B3aMMOLENCTBUA KOMIMOHEHTOB pacnpefenéHHOro npuIoKeHUs B
cetn. REST npeactaBnsier  cobol

OrpaHMLIeHMVI, YYUTbIBAEMbIX

COrNacoBaHHbIi
MPOEKTUPOBaHNU

pacnpesienéHHoN rmnepMmesma-cucTembl

UDP - (aHrn. User Datagram Protocol —NpoTOKON  M0Mb30BaTENNbCKNX
fararpamm) —OAMH W3 K/4eBbIX 3nemeHTtoB TCP/IP,
ceTeBbIX NpoTokonoB ana KVHTepHeta. C UDP KoMMblOTepHbIE
NPUIOXEHUs MOTyT Mocblnatb CO0OLWEeHNs (B aHHOM Cry4ae
HasblBaeMble fAararpaMMamu) Apyrum xoctam no IP-cetn 6e3
HeobX0AMMOCTY NpeABapuUTe/IbHOro COO06LEeHMst ANS  YCTaHOBKU
crneyunanbHbIX KaHasoB rnepefayv Uam nyTein AaHHbIX

USB - (t0-3c-6m, aHrn. Universal Serial

nocsiegoBatesibH bliA

NHTepgeiic  ANA  NOAKMOYEHUS NepUEPUnHBIX YCTPOCTB K

BbIYNCINTENbHOA TEXHUKE.

LUMpoYariee

pacnpocTpaHeHne N (aKTUYECKU CTan OCHOBHbIM WHTEPMECOM
NOLK/MOYEHNA Neputepnmn K BbITOBOI LUDPOBOI TEXHUKE.
COM-nopt - nocnegosaTenbHbI NopT (aHrn. serial port, aHrn. communications
port) cneHroBoe HasBaHMe WHTepgelica crtaHgapta RS-232 [Mopt
Ha3bIBaeTCA «MNOCNefoBaTelbHbIM», TaK KakK WH(opmauus udepes
Hero nepefaércsa no ogHoMy 6uTy, noc/efoBaTe/lbHO 6UT 3a BUTOM

(B OT/MUMeE OT Napan/eNlbHoro nopTa)

PDU - Protocol Data Unit — npoTokonbHas eAuMHUUa 0bMeHa, MOAY/b
AaHHbIX npoTokona (B OSI npeactaBnseT co60i 06bLEKT AaHHbIX,
KOTOpbIMW  0OMeHMBaKOTCA  “"MalUWHbI
YPOBHS) B Npejenax AaHHOro YPOBHS; COAEPXXMUT Kak ynpaBstoLLyto
nHgpopmayuio (PCI), Tak 1 Nob30BaTe/IbCKNE [JaHHbIE)

PCI - (aHrn. Peripheral component interconnect, 4OCNOBHO — B3aWMOCBS3b

nepucepuiiHbIX ~ KOMMNOHEHTOB) —

npoTokona" (CywHocTn

BBOAa-BblBOa

MOAKNHOYEHNS NepUtepuiAiHbIX YCTPOWCTB K MaTEePUHCKON nate

KOMMbHOTEPa



57
TACT1.62.01.11.000.002 31 01

POSIX - (aHrn. portable operating system interface)— nepeHoCMMbIi
MHTepeinc  onepauuoHHbIX  CUCTEM) — Habop  CTaHAapToB,
OMUCbIBAKOWNX MHTEPMENCHI MeXay OnepauyvoHHOM CUCTEMOW W
NpUKNagHor nporpammoi (cuctemHbii API), 6ubnmnoteky sasbika C
N Habop NPUNOXEHUA WU X MHTepdeicoB. CTaHAapT co3fdaH Ans
obecrnieyeHnss  COBMECTMMOCTM  pa3nyHbiX  UNIX-Nogo6HbIX
OrnepaumoHHbIX CUCTEM M MEPEHOCMMOCTU MPUKNAAHbIX MPOorpaMm
Ha YPOBHE MCXOAHOM0 KOLA, HO MOXET ObITb UCMO/Mb30BaH U A/1 He-

Unix cuctem

PostgreSQL —  (npousHocuTtes  «MocT-Ipac-Kbto-3n») — cB0o6OAHAaA OOBLEKTHO-
pensuMoHHas cuctema ynpasneHus 6asamu gaHHbIxX (CYB/L)

PXE - (aHrn. Preboot eXecution Environment, NpOM3HOCUTCHA MUKCK)

cpefa 4nsa 3arpy3ky KOMMbOTepa C MOMOLLBI0 CETEBOW KapTbl 6e3
MCNONb30BaHNA NOK&/IbHbIX HOCUTENe faHHbIX (XKECTKOro AMCKa,
USB-Hakonutens u T.1.)

QEMU - cBo6oAHas nporpaMMa C OTKPbITbIM  MUCXOAHbIM  KOAOM  ANs
AMYNIALMY annapaTHoOro obecrneyeHns pasInyHbIX NaaTHopm
NFS-cepsep - Network File System (NFS)— npoTokon ceTeBOro pfocrtyna K

(paiinoBbIM  CUCTEMaM,  MepBOHaYa/lbHO  paspaboTaH  Sun
Microsystems B 1984 rogy. 3a OCHOBY B3AT MPOTOKO/M Bbl30Ba
yAaNBHHbIX NPOLeAyp, OH MO3BONAET NOAKNHOYATL (MOHTMPOBATL)
yAanéHHble (haiinoBble CUCTEMbI Yepes CeTb

VES - BUPTYa/lbHad (palinoBas CcuCTeMa, MpefoCcTaBasoLlas 0O6LLyHo
abCTpaKUMIO MHTepeinca K (hainnoBbIM CUCTEMAM
VMCS - (Virtual Machine Control Structure) sABnsieTca He60/bLUINM Y4aCTKOM

(hM3MYECKO  OMepaTUBHON NamATh, XPaHAWMM  MUHMMASIbHO
HeobXoAuMble [faHHble [A/19 3arnycka [rOCTeBOW OnepauyioHHOM
CUCTEMbI, & TaKkXe aHHble, HeobxoaMMble A1 6e30MacHOro BbIXoaa
n3 pexuma pabotbl rocteBon OC, U HEKOTOPble HACTPOMKM,
OTHOCALLMECS K YNPaB/EHWNIO 3TOW BUPTYa/lbHON MaLUMHOW

VNC - (Virtual Network Computing) —cuctema yganéHHOro pgoctyna K
pabouemy CTO/ly KOMMbIOTEPA, WCMob3yrowas npoTokon RFB
(aHrn. Remote  FrameBuffer, ypanéHHbii  Kagposblii  Gydep).
YnpasneHve oCcyLecTBAsSeTCA NYTEM nepefayn HOKaTUA KnaBuw Ha
KnaBmaTtype v ABVKEHWI MbILLKX C OAHOIO KOMMbOTepa Ha Apyron v
PETPAHCNALMN COLEPXKMMOr0 3KpaHa Yepe3 KOMMNbIOTEPHYHO CETb

VT-x (VMX) - PaHee un3BeCTHas Mof KOZOBbIM HasBaHWeM «Vanderpool», VT-x
npeacTaBnseT coboW TexHonoruw  BupTyanmsauum Intel  Ha
nnatdopme x86. Yacto 0603HavaeTca abopesnatypoin VMX
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